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INPUMOPCKASI KPAEBASt HOTAPUAJILHASA MAJIATA

ONPEJEJIEHUS

B HacTosmeM 10KyMEHTE HCIIONB3YIOTCS CIEAYIOLME TEPMHUHBI U UX OIpe/Ie/IeHHS:

ABTOMATH3HPOBAHHAA CHCTEMA — CHCTEMa, COCTOSLIA! M3 IIEPCOHATa M KOMIUIEKca
CPCACTB ABTOMATH3alMM €ro JeATENbHOCTH, peaM3yiomas HWHOOPMAIMOHHYI0 TEXHOJIOTHIO
BBINIOJIHEHUS YCTAHOBNEHHBIX QYHKIIHIA.

ABTOMATH3UPOBAHHAN 00paloTKa MEPCOHAIBHBIX JAHHBIX — 00paboTKA MEPCOHATBHBIX
JAHHBIX C [IOMOLIBIO CPEACTB BHIYUCIUTENHFHON TEXHUKH.

AyTeHTH(GHKAUUSA OTNPABHTEJNA JAHHBIX — IOATBEPXKJECHHE TOrO, YTO OTHPABUTENb
IIOJTyYEHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

bezonacHocTh MepCOHANBHBIX JAHHBIX — COCTOSHHE 3alUMIEHHOCTH IEPCOHAILHBIX
JaHHBIX,  XapaKTEepPU3yeMOE€  CIIOCOOHOCTBIO  IONB30BATEICH, TEXHHYECKUX  CPEACTB U
MH(QOPMAlMOHHBIX TEXHOJOTUH 00eCcnednTh KOH(GUIEHIHANTBHOCTD, IENOCTHOCTh W JOCTYIHOCTD
TIEPCOHATBHBIX JaHHBIX IIPH HX 06paboTke B HHGOPMALMOHHBIX CHCTEMAaX ITePCOHATBHBIX JAHHBIX.

bIoKHpOBaHME IEPCOHANBHBIX JaHHBIX — BPEMEHHOE MpeKkpalneHue cOopa,
CHCTEMATH3allMH, HAKOIJIEHMs, HCIIOABb30BAHUS, pacIpOCTpaHEeHHs, Iepeaaud, oOpaboTKu
IIEPCOHANBHBIX JaHHBIX, 32 UCKIIIOYEHUEM CllydaeB, eciny o0paboTka HeoOXoauMa A yTOUHEHUS
IepCOHATBHBIX TAHHBIX.

Bupyce (kKOMNBIOTEPHBIH, NMPOrpaMMHBIA) — HCIOJHACMBIA MPOrPaMMHBIN KO HIIH
HUHTEPHIPETHPYEMBI Ha0Op MHCTPYKUMH, o0iajaromui CBOWCTBAMH HECAHKIHMOHHPOBAHHOIO
pacmpocTpaHeHus: M camoBocnpousseneHus. CozgaHHbIC TyOJIHKAThl KOMIBIOTEPHOTO BHpYyCa HE
BCEr'Ja COBIIANAIOT ¢ OPUTHHAIIOM, HO COXPAHSIOT CIIOCOOHOCTB K JaNbHEHUIEMY PaclpOCTPaHEHHIO
H CaMOBOCIIPOU3BEICHHIO.

BpenoHocHas nporpamMmMa — Iporpamma, IIpeIHA3Ha4YeHHas MU OCYIIECTBIICHHS
HECAHKIMOHUPOBAHHOIO AOCTyNa M (MIM) BO3AEHCTBUS HA NEPCOHANbHbIE NAHHBIE WM PECYpPCHI
HHQOPMALIMOHHOM CHCTEMBI IEPCOHANBHBIX TAHHBIX.

BenomorartebHble TeXHHYECKHE CPeICTBA H CHCTEMbl — TEXHHYECKHE CpENCTBA H
CHUCTEMBl, He IpeJHa3HayeHHble A nepenaur, oOpabOTKM M XpaHEeHHs MEePCOHATbHBIX MAHHBIX,
yCTaHaBIMBa€MbIe COBMECTHO C TEXHHMUECKUMH CPEACTBAMM M CHCTEMAaMH, NPEAHA3HAYEHHBIMHU IS
00paboTKH NMEPCOHATBHBIX JaHHBIX WM B IOMEIIEHHUSX, B KOTOPHIX YCTAHOBJICHB! MH(MOPMAIIHOHHEIE
CHUCTEMBI IEPCOHATBHBIX JaHHBIX.

JocTyn B OnepanMoHHYIO cpely KOMIbIOTepa (MH(POPMALMOHHON CHCTEMBI MEPCOHAIBHBIX
AQHHLIX) — MOTYyYeHHE BO3MOXKHOCTH 3allyCKa Ha BBIIOJHEHHE LITATHBIX KOMaH[, (yHKUHH, OpoLesyp
OTIEPAIIMOHHOM CHCTEMBI (YHUUTOXKEHHS, KOIHPOBAHHs, IEPEMELICHHUs U T.I1.), HCIOMHAEMBIX (alioB

NIPUKIAAHBIX IPOTPamMM.
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NPUMOPCKAS KPAEBASI HOTAPUAJILHAS ITAJIATA
Hoeryn Kk HH(pOpMAIHH — BO3MOKHOCTD ITOJTy4YeHHs HHPOPMALIMY U €€ UCIIONB30BaHNU.

3aKJIa04YHOe YCTPOMCTBO — DJJIeMEeHT CpelcTBa ChéMa HH(OPMALMH, CKPBITHO BHEIPAEMBIH
(3aKIanbIBAEMbI WM BHOCHMbIH) B MECTa BO3MOXHOTO ChéMa HH(pOpPMALMK (B TOM YHCIIE B OTPaKICHUE,
KOHCTPYKIUHMIO, 000pYJOBaHUE, ITPeIMETEl UHTEPEPA, TPAHCIIOPTHEIE CPEICTBA, & TAKKE B TEXHHYECKUE
CPE/ICTBA U CUCTEMBI 00pabOTKH HHPOPMALIHH).

3amminaevas uHpopManma — WHPOpMAIS, SBISIOIIAsCS IIPEIMETOM COOCTBEHHOCTH M
HoJJIeKaas 3auUTe B COOTBETCTBHU ¢ TpeOOBAHMSAMH IPABOBBIX JOKYMEHTOB I TPEOOBaHMSAMY,
YCTaHABTMBAEMBIMH COOCTBEHHUKOM UH(POPMAIIKH.

UnenTuduxanus — TpUCBOcHUE CyOBeKTaM H OOBEKTaM JOCTyNa HASHTH(UKATOpa U (W)
CpaBHEHHE NPETbSBISIEMOTO HACHTH(IKATOPA C IEPEUHEM IIPUCBOECHHBIX HACHTH(HKATOPOB.

NudopMaTHBHBI CUTHAJI — JJIEKTPUUYECKUE CUTHAJIBI, AKyCTHUECKME, 3JIEKTPOMATHUTHBIE U
Apyrde (M3HYECKHE TMONs, MO [apaMerpaM KOTOPBIX MOKeT OBITh pacKpbITa KOHGMICHIMATbHAS
vHdopMaris (epcoHaTbHBIE JaHHble), oOpabarbBacMas B HUH(OPMALMOHHOM CHCTEME MEPCOHATBHBIX
JAHHBIX.

NudopmanuonHas cucTteMa InepcoHaabHbIX aaHueix (MCIIAn) — coBokymHOCTH
colepXKamuxcss B 0a3ax NaHHBIX NEPCOHATBHBIX TaHHBIX H OOECHEYHBAIOMIUX HX 00paboTKy
HHPOPMAITMOHHBIX TEXHOJIOTHH H TEXHHYECKHX CPEJICTB.

HHpopManmoHHbIe TeXHOJOMHH — IPOLECCHI, METObl MOMCKa, cOOpa, XpaHeHMs, 0OpaboTKH,
TIPEIOCTABNICHIL, PACIIPOCTPaHEHH HHGOPMAUMH K CIOCOOBI OCYINECTBIEHHS TakHX IPOIECCOB U
METOJIOB.

Hcrounnk yrpossl 6e3onacHocTd HHPOPMAIMH — CyOhEeKT JI0CTYTIa, MATEPHATLHBIN OOBEKT WK
(hH3KYECKOE SIBTICHHME, BISTOLIMECS IPUHHHOM BOSHUKHOBEHHUS YIPO3bl 0€30MaCHOCTH HH(OpMALHH.

KoHTposmpyemasi 30Ha — MPOCTPAHCTBO (TEPPUTOPHSI, 3aHHE, YaCThb 3[AHHUS, NOMEIIEHHE), B
KOTOPOM HCKJIFOYCHO HEKOHTPOJIMpYeMOe IpeOBIBAHUE IMOCTOPOHHMX JIHML[, & TAaKKe TPAHCIOPTHBIX,
TEXHHYECKHX U UHBIX MaTepPHAIbHBIX CPEJCTB.

KoH(pUIeHIMATLHOCTD EPCOHATBHBIX JAHHBIX — 00S3aTeNbHOE UL COOMFOIEHIS ONepaTopoM
WM MHBIM IOJYYHMBLIAM JOCTYNl K NEPCOHAIBHBIM JAaHHBIM JIMIOM TpeOOBaHHWE HE JOIyCKaTh HX
pacripocTpaseHde Oe3 coracus CyObeKTa NEPCOHATBHBIX JAHHBIX MWIM HAIMYMA HMHOIO 3aKOHHOIO
OCHOBAHWM.

MeKceTeBol PKpaH — JIOKATBHOE (OHOKOMIIOHEHTHOE) HITH (yHKUMOHATLHO-PACTIPE/ICTICHHOS
IpOrpaMMHoe (TIPOrpaMMHO-AITapaTHOe) CPEACTBO (KOMILIEKC), PeAI3yHOLIEE KOHTPOJIb 32 HHOPMALIHeH,
NOCTyNaromed B MHPOPMAIMOHHYIO CHCTEMY INEPCOHATBHBIX JAHHBIX M (WIH) BBIXOMSIICH U3

HHGOPMALUOHHON CUCTEMBL.
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INPUMOPCKAS KPAEBASI HOTAPUAJIBHAS MMAJIATA
Hapymmrens 06e30MacHOCTH NEPCOHAILHBIX JAHHBIX — (DM3HUECKOE JIMILO, CIy4alHO WM

IPEIHAMEPEHHO COBEpLUAIOLIee JIEHCTBUS, CIICNCTBUEM KOTOPBIX SBJSETCS HapylleHwe Oe30TacHOCTH
NEPCOHATBHBIX JAHHBIX HPH HX 00palOTKe TEXHWYECKMMH CpPEACTBAMH B HH(OPMAIMOHHBIX CHCTEMAX
TIEPCOHATHHBIX ITAHHBIX.

HenexiapupoBaHHbIe  BO3MOKHOCTH —  (DYHKIIHOHAJBHBIE  BO3MOXKHOCTH  CPENCTB
BBIMMC/IUTEBHON TEXHUKH, HE ONMMCAHHBIC WIM HE COOTBETCTBYIOLIME OMHCAHHBIM B JIOKYMCHTALUH, IIPH
UCIOTB30BaHUM KOTOPBIX BO3MOXHO HapylLEHWe KOHPUACHIMATBHOCTH, AOCTYITHOCTH WM LEJOCTHOCTH
oOpabatsBaeMolt HHpOpMaLHH.

HecaHKIIMOHNPOBAHHBII K0CTYT (HECAHKLIHOHHPOBaHHbBIE AeficTBHSA) — JIOCTYII K HH(OpMaru
WA JeicTBrA ¢ HHGpOpMalMell, HapylIaronye MpaBiia pasrpaHHueHHs AOCTYIA C HCIONB30BAHHEM
LITATHBIX CPECTB, IPEHOCTABISIEMbIX HH()OPMAI[HOHHBIMHE CHCTEMaMH TIEPCOHAIBHBIX JaHHBIX.

Hocurens unopMaumu — GU3MUECKOE JMIIO WIM MaTepUaTbHbI OOBEKT, B TOM UHCIE
(u3EyecKoe mosie, B KOTopoM HHGOpMallist HAXOIUT CBOE OTpaXKEeHHUE B BUZIE CUMBOJIOB, 00pa30B, CUTHATIOB,
TEXHUUECKMX PEICHUH U ITPOLIECCOB, KOJIMUECTBEHHBIX XapAKTEPUCTUK QU3NYECKUX BETUYUH.

O0e3nuanBaHNe EPCOHAIBHBIX JAHHBIX — JCHUCTBUS, B Pe3y/ibTaTe KOTOPHIX CTAHOBHTCS
HEBO3MOXKHBIM 0€3 HCIIOJNIB30BAHUS JOIOJHUTENbHOW HHPOPMALUUU ONpPeAeNUTh NPUHALICKHOCTh
NEPCOHANBHBIX JAHHLIX KOHKPETHOMY CYOBEKTY ePCOHANBHBIX JAHHBIX.

O0GpadoTka nepcoHAJBHBIX JAHHBIX — J000€ AeHCTBHE (ONepalys) HJIH COBOKYNHOCTb
nedcTBuit (omepanuii), COBEpINAEMBIX C HCIIOJNB30BAHHEM CpEJCTB aBTOMAaTH3auuu uiau Oe3s
HCIIONL30BAHMA TaKUX CpPEACTB C IIePCOHANBbHBIMH JaHHBIMH, BKJIIOuYas cOoOp, 3aIluCh,
CHCTEMATH3alHI0, HAKOILICHHE, XpaHeHWe, yTouHeHue (O0OHOBIEHHME, M3MEHEHHE), H3BJICYCHHE,
HCIIOJB30BAHME, Tiepenauy (pacmpocTpaHeHHe, MpeAoCTaBIeHHe, MOCTyH), o0e3IudyuBaHUeE,
HI0KHpOBaHKE, YIATCHNE, YHUUTOKEHHE IEPCOHANBHAIX JaHHBIX.

Oneparop (MepcoHANbLHBIX TAHHBIX) — I'OCYIAPCTBEHHBIA OpraH, MyHHIMIIAILHBIH OpraH,
IOPHIUYECKOE MM (H3MUECKOE JIHIO, CaMOCTOSTEIbHO MM COBMECTHO C OPYTUMH JIHLAMU
opraHmsymoompe ¥ (WIH) OCyIecTBissomye o0paboTKy MNEpCOHANbHBIX [OAaHHBIX, a TaKKe
OmpefiesIAoNMe Lean 00paGOTKU IepCOHANBHBIX JaHHBIX, COCTaB MEPCOHANBHBLIX HaHHBIX,
nojnexamux 00padboTke, neicTBus (ONepaniy), COBEPIIAEMBIE ¢ IIEPCOHAIILHEIMH JaHHBIMH.

Texuuueckde cpeacTBa HHPOPMALMOHHON CHCTEMBbI NEPCOHATLHBIX JAHHBIX — CPEICTBA
BBIUMCIUTEEHON TEXHUKH, WHGOPMAIMOHHO-BBIMHCIUTEBHBIE KOMIUIEKCEI H CETH, CPECTBA U CHCTEMBI
nepemaud, mnpuéma d  obpaborku I/l (cpenctBa M CHCTEMBI  3BYKO3AIMCH, 3BYKOYCHIICHUS,
3BYKOBOCIIPOM3BE/ICHUS, TIEPETOBOPHBIE M TENEBU3HOHHBIE YCTPOMCTBA, CPEJICTBA M3TOTOBJICHHS,
THPOKUPOBAHUA JTOKYMEHTOB H IPYTHe TEXHHUECKHE cpeacTBa 00paboTKK pedeBoi, rpadu4ecKol, BUzIeo- U

OyKBeHHO-LIMDPOBON  MH(pOPMAITMK), [IPOrPaMMHBIE CPEACTBA  (ONEPALMOHHBIC CHCTEMBI, CHCTEMBI
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MPUMOPCKAAA KPAEBAS HOTAPUAJIBHASA TTAJIATA
yIIpaB/ieHus 0a3aMy JaHHBIX U T.IL), CPECTBA 3AIUTH HH(OPMAIIHY, IPUMEHSIEMbIE B MH(OPMAIOHHBIX

CHUCTEMAX.

Iepexsat (MH(POPMANUH) — HEIPABOMEPHOE 110/Iy4eHHE HHPOPMAIUK C UCIIOJIB30BAHHEM
TEXHIYIECKOTO CPEACTBA, OCYLICCTRISIOMEro obHapysKeHue, MpuéM U 00paboTKy HHPOPMATHBHBIX
CHUTHAJIOB.

Ilepconanabuble AaHHbIe — J00as MHGOPMAlMA, OTHOCAMIASLCS K NPIMO WIIM KOCBEHHO
OIIpeIENEHHOMY WITH OlpeaessieMoMy Gu3ndeckomy auity (CyOBeKTy NepCOHANBHBIX JAHHBIX).

TMoGoYHbIE 3JIEKTPOMATHHTHBIE H3IyHYCHHS W HABOJAKH — 3JICKTPOMArHUTHBIC U3ITy4YEHUA
TEXHUYECKUX CPEICTB 0OpabOoTKM 3aliMInaeMol HHQOPMANMH, BOZHHKAIOWME Kak M0OOYHOe
SBJIeHHEe W BbI3BAHHBIE DJIEKTPHUCCKUME CHTHAJIAMHM, NEHCTBYIOMIMMH B HMX JJICKTPHYCCKHX H
MATHHTHBIX LIEMIX, a TAKXKe JJIeKTPOMArHUTHBIE HABOJKU OTHUX CHTHAIOB Ha TOKONIPOBOASAILUE
JINHYUH, KOHCTPYKIMHY ¥ LIENH TUTaHus.

IMosnb3oBaTeab HHGOPMAIMOHHOH CHCTEMBI MEPCOHAJNILHBIX JAAaHHBIX — JIHIO,
y4acTByroliee B (YHKIHOHUPOBAHMH HMH(GOPMALMOHHOM CHCTEMBI MEPCOHATBHBIX [AHHBIX HIH
HCIOJIB3YIOINEe Pe3yIpTaThl €€ OyHKIHOHUPOBAHHUS.

IlpaBua pasrpaHHYeHHs: JOCTYNA — COBOKYITHOCTH NPaBHJI, PErJIAMEHTUPYIOINX paBa
JI0CTyIIa CyOBEKTOB AOCTYa K 0OBEKTaM JOCTyTIA.

IporpaMMuas 3aKJIaJKa — KOJ MPOrpamMMBl, NPEIHAMEPEHHO BHECEHHBIN B IIPOTpaMMy €
HeMbI0 OCYHIECTBHTH YTCUKY, H3MEHHTb, OJIOKMpOBATh, YHHYTOXHTh HHPOPMALIUIO  HIIK
YHHUTOXUTh M MOXUQHIMPOBATH NpOrpaMMHOE OfecnedcHne HHGOPMAIUOHHOH CHCTEMBI
[IEPCOHANIBHBIX JTaHHBIX H (MJIH) OJIOKHPOBaTh alllapaTHhIE CPEJICTBA.

IporpaMmMHuoe (IPOrpaMMHO-MATEMATHYECKOE) BO3JeHCTBHE — HECAHKIHOHNPOBAHHOC
BO3/CHCTBHE HAa PECypCHl ABTOMATH3UPOBAHHONW MH(OPMAIMOHHON CHCTEMBI, OCYIIECTBIEMOE C
UCIOJb30BaHUEM BPEAOHOCHBIX IIPOTpamMM.

PacnpocTpaHeHue MEePCOHAIbHBIX JAHHBIX — ICHCTBHUs, HAIPABJICHHBIC HA PAaCKPBITHE
IEPCOHATBHBIX JAHHBIX HEONPEACICHHOMY KPYTy JTHI.

Pecypc MH(OPMANMOHHON CHCTeMbl — HMEHOBAHHBIN 371€MEHT CHCTEMHOTO, [PHUKIIAHOTO
JUTH aNnapaTHoro obecrieuenus QyHKIMOHUPOBaHUs NHOOPMALIHOHHOH CHCTEMBIL.

CrneuyajbHble KATerOPHMH MEPCOHANbHBIX [aHHBIX — [EPCOHANBHBIC JAHHBIC,
KacarollMecs pacoBOi, HAIMOHATBPHON NPUHAIOKHOCTH, MOJHTHIECKUX B3TIISIOB, PEIHIHO3HBEIX
wn punocodexux yOexIeHH, COCTOSHUSA 310POBbs 1 HHTHMHON JKI3HH cyOBbeKTa NepCOHAIBHEIX

JaHHBIX.
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IMPUMOPCKAS KPAEBAS1 HOTAPUAJIbBHAS TTAJIATA
CpencrBa BLIMHCIUTETBLHOM TEXHUKH — COBOKYITHOCTH POTPAMMHBIX U TEXHIYECKHX SIEMEHTOB

CHCTeM 00pabOTKH JAHHBIX, CIOCOOHBIX (PYHKLMOHUPOBATH CaMOCTOSITEIBHO WM B COCTAaBE APYTHX
CHCTEM.

CybbexT gocryna (cy0ObeKkT) — JIMIO WM IIPOLECC, NEHCTBHA KOTOPOIO PENIAMEHTHPYIOTCS
NIPaBHJIaM¥ pa3rpaHHYeHust J0CTyA.

TexHuueckuii kKaHaJa yTedkH HHPOPMALMU — COBOKYITHOCTE HOCHTENSI MHpOpMaLuu (cpesicTBa
00paboTKH), HM3MYECKOM Cpembl PaclpoCTpaHEeHMs WH(GOPMATHBHOIO CHTHAJIA U CPEACTB, KOTOPbIMH
Jo0bIBaeTCS 3alpaeMast *H(pOpMarys.

TpancrpannyHas nepeaaya nepcoHaIbHBIX JaHHBIX — [IEPE1a4ya NEPCOHAIBHBIX JAHHBIX
omeparopoM uepe3 [ocynapcTBeHHyr0 rpaHully Poccuiickoii ®enepanuu opraHy BIacTH
HHOCTPAHHOIO rOCy 1apCcTBa, GU3HUECKOMY HIIH IOPHANYECKOMY JIMIy HHOCTPAaHHOTO rOCyAapcTBa.

Yrpo3el 0(€30MaCHOCTH NEPCOHAJIBHBIX JAHHBIX — COBOKYIIHOCTb YCHOBHM M (PaKTOpOB,
CO3JAFONIMX ONACHOCTh HECAHKIMOHMUPOBAHHOIO, B TOM YHCNIE CIy4aifHOro, IOCTYTA K MepCOHATBHBIM
JAHHBIM, PE3yJIETATOM KOTOPOrO MOXET CTaTh YHHYTOXEHHE, H3MEHEHHE, OJIOKHpOBaHHE, KOIHMPOBAaHHE,
PacIpoCTpaHeHHe MEePCOHATHHBIX JIAHHBIX, @ TAKKE MHBIX HECAHKLMOHUPOBAHHBIX NEHCTBUM IPH UX
00paboTKe B HHPOPMALOHHOH CHCTEME NIEPCOHANIBHBIX JAHHEIX.

YHUYTOKEHHE TNMEePCOHAJIBHBIX JAHHBIX — JEHCTBUS, B pe3y/bTaTe KOTOPBIX CTAHOBHTCSH
HECBO3MOKHBIM BOCCTAHOBHUTEH COJEP)KAHHE NEPCOHATLHBIX JAHHBIX B UHPOPMAUUOHHOHW CHCTEME
HEPCOHAIBHBIX TAHHBIX ¥ (MIM) B pe3y/bTaTe KOTOPBIX YHUYTOXKAIOTCS MaTEPHAILHLIE HOCHTENH
[IEPCOHANBHBIX JAHHBIX.

Vreuka (3ampmaemoii) HH(GOPMAIMH NO TEXHMYECKHM KAHAJIAM — HEKOHTPOIHAPYSMOS
paclpocTpaneHye MH(pOPMALHA OT HOCHTENs 3allMIacMoil HHbOpMAIM Yepes (H3HUECKYIO CPEly JIO
TEXHHUYECKOTO CPEJICTBA, OCYIIECTRIBIOILETO epexBaT HHQOpMaLuH.

Ys3BEMOCTD — C1a00CTh B CPEICTBAX 3alUTHI, KOTOPYIO MOXHO HCIOJIB30BATh UL HapyLUCHUS
CHCTEMBI WIH COAEpIKaIlIecs B Hel HHbOpMAaITUH.

IlenocTHocTh HMH(pOPMALMM — CIHOCOOHOCTb CPEICTBA  BBIMUC/IMTENLHOM TEXHHKH MU
ABTOMATH3MPOBAHHOMN CUCTEMBI 0OECTIEUMBATD HEM3MEHHOCTh HH(OPMAITHY B YCIIOBHSAX CITyHYaHHOTO H/HIIA

PCAHAMEPEHHOTO HCKOKEHUS (Pa3pyLIEHs ).
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NPUMOPCKAS KPAEBASI HOTAPUAJIBHAS INAJIATA

OBO3HAYEHMS U COKPAIIIEHUA
ABC — aHTHBUPYCHbIE CPEJICTBA.
APM — aBroMaTH3UpOBaHHOE paboyee MECTO.
BTCC — Bcriomorare/ibHbIe TEXHUYECKHE CPEACTBA ¥ CHCTEMBIL.
WCI1IH — napopManiioHHas CHCTEMA IEPCOHANBHEIX JAHHBIX.
K3 — koHTpompyemas 30na.
JIBC — noKanbHasi BEIMUCITHTEIbHAS CETh.
MH I/l — MaIuHHbIe HOCUTEMH NePCOHATBHBIX JAHHBIX.
MD — MexceTeBOM 3KpaH.
HCJI — HecaHKIMOHMPOBAHHBIA JOCTYIL.
OC — onepauuoHHas cucreMa.
[T/1# — mepcoHabHbIEe IaHHBIE.
ITKHIT - IIpumopckas kpaepasi HoTapHalbHas Iajara.
[IMB — nporpaMMHO-MaTeMaTH4eCKOE BO3ICHCTBHE.
I1O — nporpamMMHoOe obecnieyeHue.
[TOMHUH - noSo4uHbIe 37IeKTPOMArHHTHBIC U3/ TyYEHHS 1 HABOIKHU.
CA3 - cucrema aHanM3a 3allMUIEHHOCTH.
CBT — cpencTBa BEIMHCIHTEIBHON TEXHUKH.
C3U - cpenctra 3a1uThl UHGOPMALIUH.
Cu3U [1[11 — cuctema (moacucrema) 3alliUThl IEPCOHATBHBIX AaHHEIX.
COB - cucrema o6HapyKeHHs! BTOPKECHHIA.
TKY U - rexauueckue KaHaIbl yTeUKd HHPOPMAIWH.

VYBI1/I1 — yrpo3bt 6€301acHOCTH NEPCOHAIBHBIX JAHHBIX.
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INPUMOPCKAA KPAEBAA HOTAPUAJIBHASA MAJIATA

BBEJEHHE

Ilonutuxa nropManuoHHON O€30MaCHOCTH B MH(OPMALMOHHBIX CHCTEMAX NEPCOHATBHBIX
Jannelx [IpuMopckof kpaeBod HoTapuanbHOM mnanatel (nanee - IlonuTuka) paspaGorana B
COOTBETCTBHM C IpukazoMm Ilpe3uneHra HorapuanbHoil mnanatel Ne 10 or 20.02.2020 «O6
opra"u3anuy paboT 1Mo odecrneyeHuIo 0€30MaCHOCTH NMEePCOHANBHEIX AaHHBIX NPH Ux 00paboTKe B
MHQOPMALHOHHBIX CHCTEMaX IEPCOHANBHBIX [JaHHBIX [IpHMOpCKO# KpaeBo# HOTapHAIbHOMN
Hanarb».

B Ilonutke onpezneneHel TpeOOBaHUS K IONB30BATENSIM HHMOPMAIMOHHBIX CHCTEM
nepcoHanbHBIX NaHHBIX (nanee — MCII[IH), crenenb oTBeTCTBEHHOCTH Iojb3oBaTenei MCII/IH,
CTPYKTypa M HEOOXOAMMBIH YpOBEHb 3aIIMINEHHOCTH, CTATyC M JOJKHOCTHBIE OOS3aHHOCTH
padOTHUKOB, OTBETCTBEHHBIX 3a o0ecrnedeHue Oe30MacHOCTH MepcoHaNbHEIX AaHHBIX B WCIIIH
HOTapHAJIbHOM I1aTaThl.

1. O0uine noJj1oKeHus

Henwpro Hactosmed Ilomutukym siBnsercs obecrneucHHUe O€30MACHOCTH OOBEKTOB 3all{UTHI
WCIII8 oT Bcex BHIOB yrpo3, BHEIUHMX M BHYTPEHHHX, YMBIIUICHHBIX U HENpeIHAMEPCHHEIX,
MUHHMHU3aLHS yiepOa OT BO3SMOKHOM peanusalun yrpos 6e3onacaoctu I1J(a (nanee - YBITIH).

beszonacHocTth NEPCOHATILHBIX JTAHHBIX JIOCTUTaeTCs Iy TEM HCKJIFOUEHUS
HECaHKIIMOHUPOBAHHOIO, B TOM 4HCIE CIOy4yallHOro, HOCTyna K MEPCOHAILHBIM JaHHBIM,
pe3yJbTATOM KOTOPOTO MOXET CTaThb YHUYTOXXEHUE, U3MEHEeHHe, OJIOKHpPOBaHHE, KOMHPOBAaHHUE,
PacIpOCTPaHEHHE MEPCOHANBHBIX JAHHBIX, 4 TAKXKE MHBIX HECAHKIIMOHUPOBAHHEIX JeHCTBHIL.

Wudopmanus U cBsI3aHHBIE C HEH pecypchl JOJKHBI OBITH JOCTYIIHBL JUIS aBTOPH30BAHHBIX
nojb3oBaTenedl. J{OMKHO OCYLIECTBIATHCS CBOEBPEMEHHOE OOHApyKEHHE M peardpoBaHUE Ha
YBITJIH.

JIOJDKHO OCYIHECTBIISITHCS NPEIOTBPALIEHHUE TPEAHAMEPEHHBIX UM CIIy4YalHbIX, YACTUYHBIX
HJIH [TOJIHBIX HECAHKITHOHHPOBAHHBIX MOAUGBHKAIIMH HIH YHHYTOKECHHUS JaHHBIX.

CocTtaB 0OBEKTOB 3aIIMTHI MPEJACTABICH B MEPEUHE NEPCOHAIBHBIX AAHHBIX, MOIICKAIIINX
zamute. CoctaB MCI/IH, noanexaiux 3amure, NpeACTaBiIeH B JOKyMeHTe «OTUET 0 pe3ybraTax
MpOBEACHUS BHYTpEHHEH HpOBepKH obecrieueHusl 3alUTHl IEPCOHAJBHBIX JAaHHBIX B
AHQPOPMAIMOHHBIX CHCTEMAX ' HEPCOHAIBHBIX JaHHBIX [IPHMOPCKON KpaeBOW HOTApHAIHLHOM
nanare (Hanee — OTYET O pe3yapTaTax NPOBEICHUS BHYTPCHHEHN IIPOBEPKH).

S 2. O0Jaacrb gelcTreus

Cy6vextamu Hactosiueil [Tomutukn HHGOpManHOHHON 6€30NaCHOCTH ABISIOTCS BCE JIMIIA,
BOBJICUEHHBIE B  OpPraHM3allMOHHBIE M TEXHOJOTWYECKHe Ipouecchl cOopa, 3alucy,
CHCTEMATH3alUH, HAKOIUIEHUS, XpaHEHHUs, yTOYHEHHs (OOHOBJIEHUS, H3MEHEHHS), H3BICUCHHUS,
UCIIONBb30BAHMS, pACHpOCTpaHeHUss (B TOM UMCIIE [iepefayu), IIPeJOoCTaBICHHs, JAOCTyIa,
00e3/IMYNUBaHUs,  OJIOKMPOBAHUS,  YIAICHHS,  YHHUYTOXECHMS  TIEPCOHANBHBIX  JaHHBIX,
obpabarsiBaembix B UCIT/IH HOTapruansHO! najiarsl.

3. Cucrema 3a1MTHI IEPCOHAJIBHbBIX JAHHbBIX

CucTeMa 3alMTh! IePCOHANBHBIX JaHHbIX (Hanee - Cu3U 11/1n), cTpouTCcs Ha OCHOBAaHUU:
1. OTuéTa 0 pe3yapTaTax MPOBENEHHUS BHYTPEHHEH IPOBEPKH;
2. IlepevHst mepcOHaTBHBIX JAHHBIX, MOAMEKALIMX 3AIUTE;
3. YacTapix Mozeel yrpo3 6€30IaCHOCTH NTEPCOHAIBHBIX JaHHBIX;
4. [TonoxkeHus O pa3rpaHUYeHUHU IpaB AOCTyIa k 00pabaTbIBaeMbIM IEPCOHATBHBIM JJAHHEIM;
5. PykoBomstmux noxymenToB @CTOK u @Cb Poccun.
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NPUMOPCKASA KPAEBASI HOTAPUAJIbHASA MMAJIATA

Ha oCHOBaHUHM 3THX JOKYMEHTOB ONpexessieTcs HEeOOXOIUMBIM YpOBEHb 3aUIHINEHHOCTU
ITJa xaxpod MCIIAn HoTapuanbsHOM namartel. Ha ocHoBaHMM aHanmmsa aKTyalbHBIX YIpos3
Oezonacnoctu [IJ[H, ommcannoro B Mogenn yrpo3, u Ortu€ra o pesysbTataXx NPOBCICHHS
BHYTPEHHEH IPOBEPKU JAEIACTCS 3aKIFOUYEHHE O HEOOXOMUMOCTH IIPUMEHEHMS MpPOTPaMMHO-
TeXHUYECKUX CPEeNICTB M OPraHH3alMOHHEIX MepOIIpUATHI 171t obecrieuenus Gesomacuocty [1]1x.

Hna xaxgodt MCIIIH nomkeH OBITH COCTABIEH CHUCOK HCHONMB3YEMBIX IIPOIPAaMMHO-
TEXHUYECKUX CPEACTB 3alIUThI, @ TAKXKe MPOTPaMMHOr0 obecredyeHus!, y4acTBYIOIIEro B oopaboTke
[1/11 Ha Bcex annemenTax MCII/H.

B 3aBucumMocTH OT ypoBHs 3amMIEHHOCTH [I/[H M aKTyaJbHBIX YIrpo3 HpOTrpaMMHO-
texuuueckue cpepacrBa Cu3M [1JIH n0mKHEI 00ecneunBaTh peau3alio CaeayIonuX Mep:
v’ HIeHTH()HKALHMIO M ay TEHTH(HUKALUIO CYyOBEKTOB HOCTYNA U OOBEKTOB JIO0CTYIA;
YIpaBiIeHHE JOCTYIIOM CYyOBEKTOB 10CTyNa K 00BEKTaM JA0CTYTIa;
OrpaHWuEHHE TPOrPaMMHON CPEeab;
3aIMTY MALIMHHBIX HOCUTENEH MH(OpMAIMK, HA KOTOPBIX XpaHATCs U (MmH) 00pabaThBAlOTCA
NEPCOHANLHLIE JaHHEIE, *
pETUCTpaInio coObITHII 0€30M1acHOCTH;
AHTUBHPYCHYIO 3alIUTY;
obHapy:xeHHue (IIpeJOTBpaIEHHE) BTOPIKEHHUI;
KOHTPOJIb (aHaH3) 3aIIUIIEHHOCTH IEPCOHATIBHBIX JAHHBIX;
o0ecreyeHue 11eOCTHOCTH HHPOPMALIMOHHONW CUCTEMBI M IEPCOHANIBHBIX TaHHBIX;
obecrieyeHue TOCTYITHOCTH IEPCOHANBHBIX JaHHBIX;
3AIUTY CPe/bl BUPTYATH3ALMH;
3aIIUTY TEXHUYECKUX CPEACTB;
3aIUTy WHQOPMALIMOHHOM CHCTEMBI, €& CPE/ICTB, CHCTEM CBSI3H U TIEpe]aul JAHHBIX;
BBIABJIEHHE MHIUAEHTOB (ONHOI0 COOBITHS WM TPYIIEI COOLITHI), KOTOPbIE MOTYT NIPUBECTH K
c60SAM HIM HApYLIEHHIO ~ PyHKIMOHHPOBAHHA HH(OPMALMOHHON cHCTEMBl M (WIH) K
BORHMKHOBEHHIO YIPO3 O€30MACHOCTH MNEPCOHAIBHBIX NAaHHBIX (Najiee - WHUMIAEHTHI), |
pearnposanue Ha HUX;
v’ ynpasjeHHe KOHPUrypaunei nHPOpPMaOHHON CUCTEMBI M CUCTEMBI 3aIUTHI [1/IH.

ANRNEN

CALCRR S

[TepedeHsb UCTIOIB3YEMBIX IPOTPAMMHO-TEXHHUECKUX CpecTB 3auThl [1/IH oTpaxaercs B
texuudyeckux mnacnoprax Ha WCII/Ia. IlepedeHbp HCIONB3yEeMBIX MPOTPAMMHO-TEXHHUECKHX
cpeacTs 3amuThl [1JH 40mKeH NOAAEPKUBATECA B AKTyaJIbHOM COCTOSHHH.

4 'Tpeﬁoaamm k noacucremam Cu3H I1Jn

Cu3U T/l MOXeT BKIIOUATh B cefs ClEAYIOHUE TOACHCTEMBL:
TTozcucTeMa ypaBiaeHAs JOCTYIIOM;
[Topcucrema perucrpanuu 1 yuéra;
[Moncucrema o6ecriedeHUs! LETOCTHOCTH,
[ToacucTeMa aHTHBUPYCHOM 3alLMThI;
[MoacucTeMa MEXCETEBOTO SKPaHUPOBAHUS,
[Toacucrema aynuta 6€30HacHOCTH;
Toncucrema oOHapyKEHH BTOPXKECHHUH;
[Toacucrema KpunrorpadhudecKoi 3ailuTh;
IMoxcucrema ynpasneHus npoueccaMu obecnedenus 6ezonacuoct 111,
0 [Toncucrema obecneuenus gocrynsocru [1/IH.

S0 N L L
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ITPUMOPCKAS] KPAEBASI HOTAPUAJIbHAS MAJIATA

4.1. IoacucreMa yupasJjieHus: A0CTYIIOM

Haznauenue:

IloxcucTema ympapneHuss DOCTYIIOM MpeIHA3HAYEHA TS PeaH3alUH CIEAYIOWMUX Mep II0
oGecneuennto OezomacHocTu ITH:

AN

\

HAeHTHGUKANNA M ayTeHTHHKALUS CyOBEKTOB JOCTYIIA H 0GBEKTOB JOCTYIIa;

YIIPaBJICHHE JOCTYIIOM CyOBEKTOB HOCTyIa K 00BEKTaM J0CTyIa;

OIpaHHUYEHHE IPOrPaMMHOMN Cpebl;

3aI(1Ta MAIIMHHBIX HOCHTENEeH HH(OPMAalHNH, Ha KOTOPBIX XpaHATCa B (MITH) 06paGaThiBaIOTCS
NepCOHANbHEIE JaHHble (nanee — MH I1][n);

3aLUTa TEXHUYECKUX CPEICTB.

Tpebosanua k noocucmeme:

B coorserctBuu ¢ [9] a4 MOACHCTEMBI YHPABIEHHS MOCTYTIOM YCTAHOBJIEHBI clenyoomue
TpeboBaHuS:

1.

Mepsl 1o HneHTH(bHKauHH U ayTeHTHGUKaUMH CyOHEKTOB MOCTYIa ¥ OOBEKTOB JocTyna
JOJDKHBL 00ecTenBaTh NPHCBOCHHE CyOBEKTaM W OOBEKTaM JOCTYIIA YHUKAIBLHOTO IpU3HaKa
(unentndukaTopa), CpaBHEHHE  [PEOBSBISEMOTO  CyOBEKTOM (obvexTOM)  mocTyma
MIEHTUGUKATOPA C MepedHeM MPHCBOCHHBIX HJCHTH(QUKATOPOB, a TAKKe IIPOBEPKY
NPUHAIEKHOCTH CYOBEKTY (00bEeKTy) MOCTYNA INpPEAbABIEHHOTO KM uaecHTUUuKaropa
(IIOATBEPIKAECHUE MOUTMHHOCTH).

Mepsl 1O yIpaBleHUIO [OCTYNOM CyOBEKTOB IOCTYHAa K OOBEKTAM JOCTYNA OJDKHBI
obecrieynBaTh yIpPABIeHUE NPABAMH M IIPUBHIETHSIMH CyOBEKTOB JOCTYIIA, pasrpaHHYCHHE
foctyna cyOBeKTOB IOCTyNa K 00beKTaM HOCTYIA HAa OCHOBE COBOKYIHOCTH YCTAHOBJIEHHBIX B
MH(QOPMALOHHON CHCTEME NPABHI Pa3rpaHUueHusl JOCTYIIA, 4 TAKKe 06ecneunBaTh KOHTPOJTH
3a COOIOEHUEM ITUX MTPABUIL.

Mepsl 10 OrpaHHYeHHIO NPOrpPaMMHOM CPEeIBl JOJKHBI 0GECIEYNBATh YCTAHOBKY U (W)
3aMyCK TOJIBKO PaspeiéHHOrO K HCIOJIb30BAHUIO B HH(POPMAIIHOHHOM CHCTEME TPOrPaMMHOTO
obeclieuents MM UCKIIOYaTh BO3IMOMKHOCTb YCTAHOBKH H (MnM) 3amycka 3ampeléHHOro K
HCTIONIb30BAHMIO B MHGOPMALHOHHOK CHCTEME POTPAMMHOI0 00ECIICUCHHSL.

Mepbl 10 3alMTe MAUIMHHBIX HOCHTENEH MEPCOHANBHBIX AaHHBIX (CPEACTB 06paGoTKH /
XPaHEHHUs MEPCOHANBHBIX JAHHBIX, ChEMHBIX MAIIMHHBIX HOCHTENEH NEPCOHATBHBIX JAHHEIX)
JOJDKHBI UCKITFOUATh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOIO JAOCTYIIA K MALIHHHBIM HOCHTEISAM
M XpaHAIMMCS Ha HHUX II€PCOHANBHLIM JAHHBIM, @ TaKXe HECAHKIMOHMPOBAHHOE
HCII0JIb30BaHHE ChEMHBIX MAIIHHHBIX HOCUTENEH EPCOHATBHBIX JaHHBIX.

Mepe! 110 3a1uTe TEXHUYECKHX CPEACTB JOKHBI HCKIFOYATh HECAHKIIMOHUPOBAHHBIN TOCTYH K
CTAllMOHAPHBIM ~ TEXHHYECKUM  CpelcTBaM, 00pabaThIBAIOIUM I[I€PCOHANbHBIE  JaHHEIE,
cpefcTBaM, oOecneurBarOmKM (GYHKIMOHHpPOBaHHE HHGOPMALMOHHON CHCTEMBI (najnee —
CpeacTBa 00ECNEeYeHHA (QYHKUMOHHPOBAHHUA), M B MOMEIICHHS, B KOTOPHIX OHH HOCTOSHHO
PaclONOXEHBI, 3alUTy TEXHUYECKHX CPEACTB OT BHEIIHMX BO3ACHCTBHI, a TakXke 3allMTy
NEPCOHANBHBIX NAHHBIX, MIPEJICTABICHHEIX B BUE HHPOPMATHBHBIX SNEKTPUYECKAX CUTHATIOB U
bu3HyIecKuX MoJeH.

Cooepaucanue mep no ynpaenenuto 0ocmynom:

B cootserctBun ¢ [9] u yponem samuméHHocTH [1/[H, GYHKUMH MOACHCTEMBI YIIPABICHHS
JOCTYIIOM O0€ECIIEUNBAIOTCA Pealn3alue CIeNYIOIHX Mep.
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IIPUMOPCKASA KPAEBASI HOTAPUAJIbHASA MMAJIATA

Vnentndukanns u ayTeHTHHKALUS CyGBEKTOB I0CTYNA M OGBEKTOB JOCTYIIA (MAD):

v
v

v

Vnentndukanus u ayTeHTHUKALMS NOTb30BaTeNel, SBIMIOMUXCS pabOTHHKAMH omeparopa;
VineHTu]uKalus U ayTEeHTUDUKALMS YCTPOHCTB, B TOM YHCIE CTAMOHAPHBIX, MOOHIBHBIX H
TIOPTATHBHBIX;

Ynpasienne WACHTHHKATOPAMH, B TOM UHCIE CO3JAHME, I[IPUCBOEHHE, YHHUYTOXKEHHE
UJIEHTU(GUKATOPOB;

YnpasneHne CpeACTBAMHU ayTeHTH(DHKALMH, B TOM YHCIE XpaHEHHE, BBIIAYa, HHANMAIA3AINS,
OnokHpoBaHHE CPEICTB ayTeHTU(GUKAaUMH M NPHHATHE MEp B Clyvae YTpaThl W (UIIH)
KOMIIPOMETALMU CPEJICTB ay TeHTUDUKALIHH;

3aumTa 00paTHON CBA3HM IIPH BROJE ay TEHTUDHUKAIMOHHON HHMOPMAIIHH;

Unentnduxaums wu ayTenTndukauus moib3oBaresnedf, He ABIMOMMXCS paGOTHHKAMH
orneparopa (BHELIHHX MMOJIb30BATEEH ).

Ynpasienue H0CTyNIOM CyOBeKTOB focTyna K oosexktaMm poctymna (YIII):

v

v

YnpasjieHue (3aBelleHHe, aKTHBAIMS, OJOKMPOBAHHE W YHHYTOKCHHE) YUYSTHBIMU 3alUCAMHE
10JIb30BATENIEH, B TOM YUCJIE BHELIHUX MOJIb30BATENICH;

Peannsaunss HEOOGXOAMMBIX METOAOB (JMCKPELMOHHBIM, MaHIATHLIN, pPONEBOH MIIM HHOM
METOX), THIOB (YTEHHME, 3aNHCh, BBINOTHCHHE WM HHOM THI) M TNpaBHI pa3rpPaHHYCHHUS
IOCTYIa; '

Yrpasienue (GuibTpauus, MappyTH3ands, KOHTPOTb COEIHHEHUH, OJIHOHAIIpaBJIeHHAS
lepeaaya 1 UHble CIIOCOOBI yIpaBieHus) HHYOPMAIMOHHEIMY [IOTOKAMH MEXIy YCTPOHCTBaMH,
CEerMEHTaMH HH()OPMAallMOHHOM CUCTEMBI, & TAKXKE MEXTY HHPOPMALHOHHBIMH CHCTEMAaMH;
Pasznenenne nosnoMounit (poseit) nosp3oBarelict, aIMUHHCTPATOPOB H JIHII, 00eCIEYHBAOLIMX
byHKIHOHHpOBaHHE HHGHOPMAITHOHHON CHCTEMBL;

HasHaueHwe  MHHMMANbHO  HEOOXOAHMBIX TNpaB W [PUBHIETHH  [OJIB30BATENAM,
aIMHHHCTPATOpaM H JMIaM, o00eCneuHBaOINM (QYHKIHOHHPOBAHHE HH(DOPMALHOHHON
CHCTEMBI; "

OrpaHuyeHre HEYCHEIIHBIX IONBITOK BXOAa B HHGOPMAIMOHHYIO CHCTEMY (HOCTyma K
MHOOPMAILIMOHHOM CUCTEME);

[lpexynpesxaenue mojb30oBaTess MPU €ro BXoJe B MH()OPMALMOHHYIO CHCTEMY O TOM, YTO B
MHQOPMALlMOHHOM  CHCTEME  pealln30BaHbl Mephl N0  OOECIEYEHHIO OEe30MaCHOCTH
MIEPCOHANBHBIX JIAHHBIX, H O HEOOXOMMMOCTH COOJIIONEHHUSI YCTaHOBJICHHBIX ONMEPATOPOM
IpaBUI 00padOTKU NEPCOHATBHBIX JAHHBIX;

Onopelenye Moab30BATENS IIOCHE YCIEIIHOTO BXOAa B MHGOPMAIMOHHYIO CHCTEMY O €ro
IpeBIIYLIEM BXOJE B HHPOPMAIUOHHYIO CHCTEMY;

OrpanuyeHne 4uWcia NapalyIelbHBIX CEaHCOB JOCTYNA UIs KaXIOH Y4ETHOHW 3almcH
I10J1b30BaTENIs1 HHPOPMAIIMOHHOH CHCTEMBI,

Biiokuposanue ceanca J0CTyna B HHGOPMALMOHHYIO CHCTEMY IIOCJIE YCTAHOBJIEHHOTO BPEMEHH
Oe3neicTBHA (HEaKTUBHOCTH ) IIOJIB30BATENS HITH 110 €ro 3ampocy;

Paspewienue (3amper) MAEHCTBHH NONb30BaTeleHd, pa3pelIEHHBIX O HICHTHGUKALUHM U
ayTeHTU(UKALIHY, ‘

lonnepxxka u coxpaHenue arpuOyToB Oe3omacHOCTH (METOK O€30IacHOCTH), CBA3aHHBIX C
uH(popManueil B rpoiecce e€ XpaHeHusi © 00pabOTKu;

Peanusanus 3allMMIEHHOTO yaanéHHOTO JocTyna CyOBEKTOB J0CTyma K OOBEKTaM HOCTyIIa
4yepe3 BHEHUIHHE HHPOPMALIMOHHO-TEICKOMMYHHUKAIHOHHBIE CETH;

PersaMeHTanuss W KOHTPOJIb HCIOJB30BaHMS B WH(DOPMAIMOHHONW CHCTEME TEXHOJIOTHH
OecripOBOJHOTO JOCTYIIA;

PernameHTauuss M KOHTPOJb HCIOJB30BAaHMS B HHGOPMAIMOHHON CHCTEME MOGHIBHBIX
TEXHUYECKUX CPEJICTB;
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INNPUMOPCKAS KPAEBASA HOTAPUAJIbBHASA TTAJIATA

v

v

YipaieHue B3aUMOAEHCTBHEM C MH(POPMAIMOHHBIMH CHCTEMaMH CTOPOHHMX OpraHu3alMi
(BHEIIHHE HHQOPMALMOHHEIC CUCTEMBI);
OO0ecnieueHre JOBEPEHHOM 3arpy3Kku CpeCTB BBIYMCIUTENbHOW TEXHUKH.

Orpanuuenue nporpammuoit cpeast (OIIC):

v

YupaBneHue 3anmyckoMm (OOpalleHUsIMU) KOMIIOHEHTOB MPOTrpaMMHOTO O0ECIIEYEHHs, B TOM
ynciie  ONMpeseNieHHe  3allyCKaeMBIX KOMIIOHEHTOB, HACTpOiika [MapaMeTpoB  3amyckKa
KOMIIOHEHTOB, KOHTPOJIB 3@ 3aIlyCKOM KOMIIOHEHTOB IPOIPaMMHOT0 00eCIIeUeHHUsI,
YnpaBieHHEe yCTaHOBKOW (MHCTAUIALMEH) KOMIIOHEHTOB IPOTPAMMHOTO O0ECIICYEHHUsI, B TOM
Yuclie  OIpejiejieHne KOMIIOHEHTOB, IIO/UIEXAINMX YCTAaHOBKE, HACTpOMKa [apaMeTpoB
YCTAHOBKH KOMIOHEHTOB, KOHTPOJb 33 YCTaHOBKOH KOMIIOHEHTOB  IIPOTPaMMHOrO
obecrneueHus; '

YcTaHOBKA (MHCTAMIANMA) TOJNBKO —Pa3PEIIEHHOTO K  HCIONb30BAHHMK) IPOrPAMMHOTO
obecrieyenys U (MJIK) €er0 KOMIIOHEHTOB;

Vipasinenne BpeMeHHbIMH (aililaMu, B TOM HYHCIIE 3allpeT, pa3pellleHHe, IepeHallpaBlIeHHE
3allUCH, YAJICHHE BPEMEHHBIX GaiioB.

3amyTa MallMHHBIX HOCUTENeH nepcoHanbHbIX AaHHbIX (3HU):

v
v
v

AN

V4éT MaIMHHBIX HOCUTEJICH NMEPCOHAIBHBIX JaHHBIX,

YnpaBaeHue AOCTYIIOM K MallHHBIM HOCHTEIISAM IE€PCOHAIBHBIX JTaHHBIX;

KoHuTpo/ib mepeMeleHuss MalIMHHBIX HOCUTeNIed IEPCOHAIBHBIX JaHHBIX 3a [pelenbl
KOHTPOJIUPYEMOH 30HEL,

HcexmroueHne  BO3MOMHOCTH — HECAaHKIMOHHPOBAHHOIO  O3HAKOMJIEHHS C  COJEpIKAaHUEM
IIEPCOHATIBHBIX JaHHBIX, XPAHAMXCS Ha MAlIMHHBIX HOCHUTENSAX, M (MIJIH) HCIIOIb30BAHHA
HOCHTEJIEH IEPCOHATHHBIX TaHHBIX B MHBIX HH(QOPMAIIHOHHBIX CUCTEMAX;

KoHuTposnp wucmonb3oBaHus HHTepdelicoB BROAa (BbIBOJA) HMHPOPMAUMH HAa MAIIMHHBIE
HOCHUTEJIH [IEPCOHANIBHBIX JaHHBIX,

KonTposns BBoja (BBIBOIA) MH(POPMAIIMH HAa MAIMHHBIE HOCUTEIH IIEPCOHANIBHBIX TaHHbIX,
KoHTpob NOAKTFOYEHU MAIUNHHBIX HOCHTEIEH MEPCOHATILHBIX TAaHHBIX;

VauuroxkeHHe (CTUpaHue) WM 00e3IMYMBaHHE MEPCOHANBHBIX JaHHBIX Ha MAIIHHHBIX
HOCHUTEJISIX MPU MX IIepeade MeX1y I10Jb30BaTeIIMH, B CTOPOHHHUE OpraHu3anyuy 111 pEMOHTa
WM YTHIIM3AIMH, 8 TAKXKe KOHTPOJIb YHUYTOXKEHUS (CTUPaHUS) WK OOE3INUNBAHYS.

Jamura Texaudeckux cpeacts (3TC):

v

v

ZammTa uHObOpManud, 00pabaTblBaéMOM TEXHHUYECKMMH CpPEIACTBAMHU, OT €€ YTCYKH IO
TeXHHYCCKHM KaHajlaM; B

Opranusans KOHTPOJIMPYEMOH 30HBI, B IIpeAeNax KOTOPOH MOCTOSHHO pPa3sMelaioTcs
CTalOHApHbIe TEXHHUYECKHE CpefcTBa, oOpabarhiBatoiiie HHGOPMALHMIO, ¥ CPENCTBA 3ALUTHI
MHGOPMAIIKH, a TAKXKe CpeacTBa obecrneueHus QyHKIMOHUPOBAHUS;

KoHTpone ¥ ymnpaieHue (U3MYECKHUM [OCTYINIOM K TEXHHYCCKMM CpEJICTBaM, CpeAcTBaMm
3aluThl HHGOpMaIH, cpeicTBaM obecriedeHHs QyHKIUOHUPOBAHKS, & TAKIKE B IIOMEIIEHUS U
COOPYXEHHsl, B KOTOPBIX OHHM YCTaHOBJIEHBI, MCK/IIOYAIONIME HECAHKLIMOHMPOBAHHBIH
du3MUecKHii JOCTyN K cpeactsam 06paboTky HHGOPMAIIMH, CPEACTBAM 3allUTEl HHPOPMALUK U
cpenctBaM obecrieueHus (PyHKIMOHMPOBAHUA HHGOPMALMOHHOW CHUCTEMBI, B IIOMEIICHUS H
COOPYKEHHS, B KOTOPBIX OHH YCTAHOBIICHBI,

Pasmerenne  ycTpoictB  BbiBoja  (oToOpakeHHA) HHGOpPMALMM, HCKIIOYaromee €€
HECAaHKIMOHUPOBAHHBIA IIPOCMOTD;

3amUTa 0T BHELIHMX BO3JEHCTBHI (BO3ACHCTBHIl OKpyxawoueH cpelsl, HECTaOMIbHOCTH
31€KTPOCHAOKEHH S, KOHAMULHOHMPOBAHUS H HHBIX BHEINHUX (HaKTOPOB).
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NIPUMOPCKASA KPAEBASI HOTAPUAJIBHASA ITAJIATA

Peanuzayus:

HO,I[CI/ICTeMa YIpaBJICHUA  OOCTYIIOM  DPCANIM3YECTCA  OpraHu3allMOHHBIMH H  [IpOrpaMMHO-
TCXHHAYCCKUMHN MCPaMHU.

Opeanusayuonnvle mepul.

1. HaznaueHnue nuL, OTBETCTBEHHBIX 34:
v' Pa3paboTKy, BHEAPEHHE U IKCILTyaTALMIO [IOACKCTEMbI YIIpaBieHus JocTynoM K [1/x;
v O6paborky I1/IH.
2. Pa3paboTka 1 yTBEp)KIEHUE OTBETCTBEHHBIM JIMLIOM BHYTPEHHUX HOPMATUBHBIX JIOKYMEHTOB:
v' TlosioxeHue O pasrpaHMyYeHnH mmpas goctyna K [1/IH;
v Unctpyxuus nonszosarens UCII T,
v Unctpykuus aqmunuctparopa UCIH.
3. YCTaHOBJICHHE OTBETCTBEHHOCTH 3a HAPYLIEHUE IPABUIL pa3rpaHUYeHus npaB goctyna K [1/14.

4,  OsnakoMjcHHe  paOOTHHKOB C  BHYTPEHHHMMH  HOPMATHBHBIMH  JIOKYMECHTaMH,
periiaMeHTHPYFOIIMMHU BOIIPOCHI OPraHU3alluy U pa3rpaHudeHus rpas poctyna k [1/1H.

5. Vuér MamuuHbIX HocuTesen T1/IH.

6. OpraHuzalys KOHTPOJMPYEMOH 30HBI, B IIpelesnaXx KOTOpOH MOCTOSHHO pa3MellaroTcs
CTAllMOHApHBIE TeXHHUECKHe CpelCcTBa, oOpabaTeiBaromiue WHGOPMALMIO, U CPeAcTBA 3allUTHI
HH(OPMAIMH, a TAK)XKEe CpeIcTBa oOeceueH s (yHKIIMOHHPOBAHHUS.

7. Kontpons u ynpanieHre GU3NYECKUM NOCTYIIOM K TeXHHYeCKUM cpeictBaMm, C3U, cpencrBam
obecnieuennss (GYHKUMOHHPOBAHUS, @ TAaKXKe B IIOMEHIEHUS U COOPYXEHHUS, B KOTOPHIX OHH
YCTaHOBJICHBI, HCKIIOYAIOINNE HECAaHKIHOHHPOBAHHBIH (U3HUECKHH [JOCTYND K CpeacTBaM
06paboTk MH(OpPMaUMH, CPEACTBAM 3aliuThl HHGOPMAalMd W CPEACTBaM OOecrnedYeHHs
(QYHKIMOHHPOBAHHUS MHPOPMALMOHHON CHCTEMBI, B IOMEIICHHS M COOPYXXEHHS, B KOTOPBIX OHH
YCTaHOBJICHBI.

8. PasMemenwe yCTpoHCTB BbiBoja (oToOpakeHus) HHGOpMANUHM, HCKIOYarolee €&
HeCAHKIIHOHUPOBAHHEIHM MPOCMOTP.

9. BHepeHHe CHCTEM MOKapOTyllueH s, Kouauuronuposanus, MBI

HpoepaMMHo—mexHuquKue Mepwl!

1. IlltataeiMu (BCTPOESHHBIME) cpencTBamu pasrpanuuenus pocryna (OC, npunoxenuit 1 CYB/I).
2.  CneuMaJbHBIMH  NPOTPAMMHO-TCXHMYECKUMH  CPEACTBAMU  H/MIM  KOMIUIEKCAMH,
OCYILECTBISIOMUME JONOJHUTENBHEIE MEPBI 0 YIPABICHHIO TOCTYNOM (NEKTPOHHBIE 3aMKH,
OroMeTpruYeCcKUe HACHTUPUKATOPBI U T.1.).

Pasmewernue:

Moayiiy NOACHCTEMBI YIIPABICHUS JOCTYIIOM MOI'YT PasMeIaThCs:

- Ha ypoBHe APM: APMm mnons3oBareneit VCII[H; APMBI CHCTEMHBIX aJIMHUHHCTPATOPOB
NCTTH;

- Ha ypoBHe cepBepoB JIBC: Ha ¢aiiioBEIX cepBepax; ceppepax 0a3 JaHHBIX; U T.JI.
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4.2. IloacucTema perucrpanun 1 y4éra

Hasznauenue:

lloxcucrema pernctpanuu u yuérta npeaHasHavyeHa as c6opa M HAaKOIUICHWS CBEIEHHH O
cobbITHAX Oe3omacHocTH, npoucxoasuux B UCITIH.

JlauHas 1ocucTEMa He HCIOMB3YETCsl HENOCPEACTBEHHO AN IIPeOTBPAIECHHS HApyIeHHH
Be3omacHOCTH, OHA HeoOXoauMa Ul OOHApPY)KEeHUs, 3aIHCH U aHAH3a COOBITHH, CBA3AHHBIX C
obecrieueHneM 6e30IacHOCTH HH(OPMALH.

Tpeboeanuna k noocucmeme:

B coorBerctBun ¢ [9] A -moAcMCTEMBl PETHMCTpalMd M y4€Ta YCTAHOBJEHBI CIENyHOLIHE
TpeOOBaHUS:

1. Mepsl 1o peructpauuu coOBITHE 6€30MaCHOCTH IOJDKHBL obecmedynBaTh cOOp, 3aIIKNCh,
XpaHeHHWe U 3aIMTy HHOpPMaluH o coObITUAX Oe30MacHOCTH B MHQOPMALMOHHOM cHCTEME, a

TAKXXC BO3MOXHOCTE IIPOCMOTPA B aHajlni3a I/IH(l)OpMaLII/II/I O TaKHX COOLITHSAX U pearupoBaHue
Ha HUx.

Cooepiicarue mep no pezucmpayuu coobimuii 6e30nacHocmu:

B coorserctBHM ¢ [9] M yCTaHOBIEHHEIM YPOBHeM 3aiUINEHHOCTH [1JIH, QYHKIMH HOACHCTEMbI

perucTpanuu 1 yuéra 00eCrednBaloTes peanu3anueil CeayomuX Mep:

v’ Onpenenenne coObITHIT Ge30HACHOCTH, TIO/UIEKAIMX PETUCTPALMH, K CPOKOB HX XPAHEHHUS,;

v/ OrnpeseleHHe cocTaBa M ComepKaHus HHYOPMALMU O COOBITUSIX GE30MaCHOCTH, IOUTEKAIINX
perucTpanuu,;

v C6op, 3amuch i XpaHeHHe HHYOPMALHH O COOBITHAX G€30MACHOCTH B TEUCHHE yCTAHOBICHHOTO
BPEMEHU XPaHEHUS;

v' PearupoBanue Ha cGOM IPH PETHCTPALMH COOBITHH G€30IaCHOCTH, B TOM YHCIIE AIlIapaTHbIE U
NporpaMMHble OIIMOKH, cOOU B MexaHH3Max cOopa HHGOPMALMHE M JOCTHXKEHHE IIpe/eNa I’
nepenoyiHeHus o0bEMa (EMKOCTH) ITaMsITH;

v" MOHMTOpHHI (IIPOCMOTp, AHANU3) pE3YJIbTATOB DErMCTPAlMH COOBITHI GE30MacHOCTH H
pearupoBaHue Ha HUX;

v T'eHepupOBaHHE BPEMEHHEIX METOK M (MJIH) CHHXDOHM3AIHS CHCTEMHOTO BPEMEHH B
UH(POPMALIUOHHOM CHCTEME;

v 3ammuTa nHbOpPMAaIMK O COBBITUSIX OE30TACHOCTH.

Peanuzayun:

Ilomcuctema peructpauvu W y4€ra peanu3yeTcs OpPraHU3alMOHHBIMH M [POrPaMMHO-
TEXHUYECKUMH MepaMHu.

0p2auu3auu0nnble MEPDBL.!

1. Ha3nayenne num, OTBETCTBEHHBIX 3a pa3pabOTKy, BHEJPEHHE W JKCILIyaTal[MIO MOACHCTEMBI
pErucTpamnuy 1 y4yéra.

2. Pa3paboTka M yTBEPXKIEHHE OTBETCTBEHHBIM JIHLOM JOKyMeHTa «Ilopsjika pe3epBHpOBaHHA
[11H u BoccTaHOBIEHMS pabOTOCIIOCOOHOCTH NPOrpaMMHO-TeXHHYeCKHuX cpeacts UCITIu».
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NMPUMOPCKASI KPAEBAS1 HOTAPUAJILHAS TTAJIATA
3. «IlopsnxoM pesepupoBanus [IJIlH ¥ BOCCTAHOBJEHHS pPabOTOCIOCOOHOCTH MMPOTrPAMMHO-
texauueckux cpeacts MCII{u» nomKHbl OBITE ONpeee sl
coOBITHsA OE30TIaCHOCTH, MO/JICKAIINE PETUCTPALIMY, U CPOKU UX XPaHEHUS,
COCTaB U COZIEP)KaHUE UH(POPMAIIUU O COOBITUSIX OE30MAaCHOCTH, OIEKAINX PETUCTPALIUN;
HepUOJ MPOCMOTPa OTUETOB O COOBITHAX O€30MACHOCTH;
NOPSIIOK pearnpoBaHusl Ha cOOM MpH perucTpaiuu coObITHH Oe30macHOCTH.

ANRNI NN

4. O3HaKOMJICHHE OTBETCTBEHHBIX paboTHukOB ¢ «llopsnkom pesepBupoBanus I[I[IH u
BOCCTaHOBJIEHHUS pabOTOCIIOCOOHOCTH NIPOrPaAMMHO-TeXHUYeCKUX cpencts UCITa».

[IpoepammHo-mexnuyeckue mepol.

1. IllrarHeIMH (BCTpPOCHHBIMH) CpEACTBAaMHM perucrpanuu codsituii  Oe3onacHoctu  (OC,
npunoxennit, C3U u CYBJ).

2. CrilequanbHBIMH IPOrpaMMHO-TEXHUYECKUMHU CPEACTBAMU /U KOMILIEKCaMU, peaTU3yIOIMUMHU

JOMOJHHUTENLHBIC MEpBhl 110 PEerucTpaluu coObITHH ©Oe30macHOCTH (CHCTEMBI OOHAPYKECHUS
BTOPXCHHU). o

Pazmeuwienue: T

VOV

MOI{}/HI/I NOACUCTEMB] YIIPABJICHUA JOCTYIIOM MOT'YT pasMe1laTbCs:

- Ha ypoue APM: APMsr nonssoBareneii VCII[AH; APMBI CHCTEMHBIX aIMHUHHCTPATOPOB
NUCTI/Tx;

- Ha ypoHe cepBepoB JIBC: Ha ¢aiinoBbIXx cepeepax; cepepax 0a3 NaHHBIX; CEpBEpax
MPHUIIOKEHHH; cepBepax 3IEKTPOHHOM MOYTHL; CepBepax KaTaJloroB; ceppepax 0e30MacHOCTH H T.JI.

4.3. lloacucrema oGecneveHUs NEJOCTHOCTH

Haznauenue:

IToncucrema obecreueHus OCNIOCTHOCTH NPEAHA3HAYCHA JIA obecreueHus HEI0CTHOCTH
HH(i)OpMaHHOHHOﬁ CHCTEMBI U TIEPCOHATIBHBIX JaHHBIX.

Tpebosanua Kk noocucmeme:

B coorBercTBHM ¢ [9] nns mojacHCcTeMBl O0ecleYeHUs LEJOCTHOCTH YCTAaHOBJIEHB! CIEIYIOLIUE
TpeOOBaHUSA:

1. Meps! o obecnedeHuIo 1Ie/IOCTHOCTH MH(POPMAMOHHON CHUCTEMBI M IIEPCOHANBHBIX JaHHBIX
JO/DKHBEI  ofecrieynBaTh  OOHapy)XeHHe (PaKTOB  HECAHKLMOHUPOBAHHOIO  HapylIEHHS
LENOCTHOCTH HH(POPMALIMOHHOH CHUCTEMBI U COAEPIXKAILIUXCS B HEH IEPCOHAIBHBIX JAHHBIX, a4
TAKKe BO3MOXHOCTH BOCCTAHOBJICHHUS HH(POPMALMOHHOM CHUCTEMBI M COAEPXKAIUUXCA B HEH
NePCOHANBHBIX JaHHBIX.

Cooepacanue mep no obecneveHuio eJ0CmHoOCH:

B cooTtBercTBUH ¢ [9] ¥ yCcTaHOBAEHHBIM ypoBHeM 3amuinéHHocTH I1JIH, QyHKIUH NOACHCTEMBI
o0ecrieyeHHs IIEIOCTHOCTH 00ECTIEUUBAIOTCS peaIn3alluel CaeayonMX Mep:
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v" KOHTPOJIb LEMOCTHOCTH MPOrPAMMHOrO O0€CIIEUeHH s, BKIIOYAS porpamMMHoOe oOecredyeHne
CPEACTB 3aIIMTH HHPOPMalUy;

v KOHTpOJIb UEJTOCTHOCTH TEPCOHANBHLIX [OAaHHLIX, COAEpXKAIIMXcss B 0a3zax JaHHBIX
HHPOPMAITUOHHOH CUCTEMEL;

v OfecredyeHre BO3MOXHOCTH BOCCTAHOBJEHHs IIPOIPaMMHOIO  OOECIICUEHHA, BKJIIOYAs
IporpaMMHoOe oOecriedeHHe CPeACTB 3aIlUThl HHPOPMAIlMH, IPH BOSHHUKHOBEHHWH HEIITATHBIX
CHUTYyaluH;

v' ObHapyXelile W pearupoBaHHe Ha IOCTYIUICHHEe B HHOOPMALMOHHYIO CHCTEMY
HE3allpallkBacMbIX JMICKTPOHHBIX COOOIIEHUH (TMceM, JOKYMEHTOB) W MHON WHOpMaIWH, He
OTHOCSIIMXCS K QYHKIIMOHMPOBAHUIO HHPOPMALMOHHON CUCTEMEI (3alllUTa OT CIlama);

v Kourtpone coaepxaHus -HHpoOpMalLUK, nepenaBaeMoil u3 HHOOPMALMOHHON CHCTEMBI
(KOHTEMHEPHBIH, OCHOBAaHHBIH Ha CBOHCTBaX OOBEKTa [JOCTyna, W (MIH) KOHTEHTHEBIMH,
OCHOBAaHHBIM Ha NOKMCKe 3aNPeEHHON K mepeaade MHGOPMAIMK C MCIIONb30BAHUEM CHUTHATYD,
MacoOK ¥ HHBIX METOJOB), M MCKIIOUEHHE HEMPABOMEPHOU mepenaud HHGOPMALUH U3
HHOOPMAITHOHHOH CHCTEMBI;

v' OrpaHd4eHHe MpaB MoJIb30BaTeCH M0 BBOLY HHGOPMANHK B HHGOPMAIHOHHYIO CHCTEMY;

v KOHTpO/b TOYHOCTH, MOJHOTHI U NPaBHILHOCTH JAHHBIX, BBOJAMMBIX B HH()OPMALHOHHYIO
CHUCTEMY;

v KoHTtpons omnboyHbIX JefcTBiil nonb30BaTenell mo BBOAY U (WIIH) mepeaade MEPCOHANBHBIX
J@HHBIX U IPeAyIpeKaAeHUE TT0Ib30BaTeNei 00 OIMO0YHBIX JEHCTBUAX.

Peanuzauua:
IMoacucrema obecrmedeHust [ENMOCTHOCTH PEATM3YETCsl OPraHU3allMOHHBIMH M [POIPaMMHO-
TEXHUYECKUMH MEpPaMH. ’

Opzanu3ayuoHnbie MepoL:

1. Haznauenwue JIMI, OTBETCTBCHHLIX 34 pa3pa60TKy, BHCAPEHHUEC H SKCIIyaTalluio IIOACUCTEMEI
obecredeHus MeJIOCTHOCTH.

2. Pa3zpaboTka 1 yTBep)K/IEHUE OTBETCTBEHHBIM JTMIIOM BHY TPEHHUX HOPMATUBHBIX JOKYMEHTOB:
v' TlonoxeHue 0O pasrpaHuyeHuy npas focryna k [1/1H;
v Tlopsmox pesepBupoBanus [1J[H u BoccTaHOBIEHHS PabOTOCIIOCOOHOCTH ITPOTPAMMHO-
texandyeckux cpeacrs UCI/IH;
v' Wnctpykuus nonssosarens UCIT Ty,
v Unctpyxuus agmuauctparopa MCIIIH.

3. Ilopsmkom pesepBupoBaHus IIJ[H W BoccTaHOBNEHHA pPabOTOCIIOCOOHOCTH IIPOrPaMMHO-

texuuueckux cpenctB UCII/IH nosmkHbr OBITE OnpeesieHsl MecTa XpaHeHus: qucTpuOyTuBoB 110 u
C3H.

4. O3HaKOMJEHHE OTBETCTBEHHBIX paboTHHKOB ¢ «llopsaxkom pesepBuposanus [I[[H u
BOCCTAHOBJIEHHS PabOTOCIIOCOOHOCTH MpOorpaMMHO-TexHudeckux cpeacts MCITQn».

5. TlonoxeHnue O pasrpaHuueHuu npas jgoctymna k I[1JIH no/mkHO Ga3supoBaThCsS HA MPHHIMIE
MUHHAMH3ANWH TTOJTHOMOYHH A1t tonb3oBareneil UCIIJIH B yacTH OrpaHHYeHHUs UX IIPaB [0 BBOLY

HGOPMAIMH B HHPOPMALIMOHHYIO CHCTEMY.

6. B «Muctpykuunu monp3osarens UCIITa» 1omKHBI ObITh YCTaHOBJIEHBIL:
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v/ 3anpeT Ha XpaHCHHE JOKYMEHTOB, coaepxaumux [1J[H, Ha HENOIKOHTPOIBHBIX BHEIIHHX
uH(MOPMAIMOHHBIX pecypcax ((hait1000MeHHbIE CETH, 1I0YTA);
v/ 3ampert Ha 3aIycK (aiioB-BIOKEHUH, CONEPIKALIMXCS B ClIaM-TIHCHEMaX.

HpoepaMMHo-mexHuqecxue Mepbol!

1. 1UraTHpIMH (BCTPOEHHBIMH) CPEACTBAaMH OOECIIEUeHHUs] LEJIOCTHOCTH HHGOPMAIHOHHOM
CHCTEMBl M TEPCOHAIBHBIX NAHHBIX M CpeicTBaMu pasrpanudeHus foctyna (OC, npuioxeHnH,
C3U u CYBJ, npuMmeHeHue crnaM-(QHIBTPOB, BCTPOCHHBIX B IIOYTOBBIE KJIHMCHTEI, IIOYTOBBIE
cepeepa, MD).

2. CrelHaibHBIMK IPOrPAMMHO-TEXHUYECKUMU CPEICTBAMH U/UIH KOMIUIEKCAMHU, PEaN3yOLUMU
JIONOJHUTENEHBIE  Mephl 10  00ecrnedeHuo TeJIOCTHOCTH MHGOPMALMOHHOM CHCTEMBI H
NepCOHANBHBIX  JAHHBIX, CPEACTBAMH  Pa3sTPaHUYEHHs [OCTyNa, a TaKkke CpelcTBaMH
NPOTHBOAEHCTBUA yTeukaM HHGPOPMALHH (CHCTEMBI 3alUThl 0T yTeuek I1/{n (DLP)).

Pasmewernue:

Moy 18 MOACHCTEMBI 00ECTICHEH U IIEOCTHOCTH MOTYT Pa3MeIaThCs:

whieh

- Ha yposHe APM: APMul fons3oBateneit MCIT[JH; APMBbI CHCTEMHBIX aIMHHHCTPATOPOB
UCITH;

- Ha ypoBHe ceppepoB JIBC: na ¢aiinoBex cepBepax; cepBepax 0a3 JaHHBIX; CepBepax
TIPUIIOKERHUIT; cepBepax 3IeKTPOHHOM TIOYTHI; CEpBEPaX KaTaloroB; cepBepax 0€30MacHOCTH U T .

4.4. IToacucTeMa AaHTUBUPY CHOM 3aIHTHI

Hasznauenue:

[ToxcucTeMa aHTMBUPYCHOM 3aliMTHl MpeJHAa3HaueHa JUld OOeCIedeHHs aHTHBHUDPYCHOH
3aiuTh! cepBepoB U APM nons3zosareneit HUCI1/TH.

Tpebosanua k noocucmeme:

B cooTBeTcTBUM C [9] /uls MOACHCTEMBI 00ECTIEYEHMs LIEJOCTHOCTH YCTAHOBJICHBI CIENYIOLIHEe
TpeOOBaHHUS:

1. Mepbl 0 aHTUBMPYCHOM 3allUTe NOJDKHBI 06ecreunBaTh oOHapykeHue B MHGOPMALHOHHOH
CHCTeMe  KOMIIBIOTEpPHBIX  IporpaMM 1m0  HHOM  KOMIIBIOTEPHOH — MH(OpManuy,
IpeJHA3HAYEHHOM ISl HECAHKLMOHUPOBAHHOTO YHHUTOXKEH!S, ONOKUPOBaHUs, MOIMHKALHH,
KONMPOBAHHS KOMIBIOTEpHOM HHQOpManMM HJIM HEWTpaau3alud  CPeACTB  3AUIUTHI
HH(pOPMAINH, a TAK)KE pearnpoBaHue Ha O0HapyKeHHe ITHX NporpaMm u uHGopManuy.

Cooeprcanue mep RO AHMUGUPYCHOU 3aUiUmE:

B cooTBeTcTBHH ¢ [9] M yCTAHOBICHHBIM YpoBHeM 3arumeHHocTd I1JIH, GyHKimu noacucTeMsl
AHTUBHPYCHOM 3alUTH 00ECTICUNBAIOTCSA PeANH3alHel CleyoMuX Mep:

v Peanuzanust aHTUBHPYCHOH 3allUTHI,
v O6HOBIcHHE 6a3bl JaHHBIX TPH3HAKOB BPEMOHOCHBIX KOMITBIOTEPHBIX IPOrPaMM (BUPYCOB).
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Peanuzauun:

HOI[CHCTCMa aHTI/IBI/Ip}’CHOﬁ 3aliyThl PCAIHIYCTCA CHCHUATIM3UPOBAHHBIMHU  IIPOTrPaMMHBIMU
CpCacTBaMi H KOMIIJICKCaAMU.

Pazmewenue:
Moaynu nmoacucremMpl 00eCIEUEHHUS LEOCTHOCTH MOTYT Pa3sMEIaThCs:

- Ha ypoBHe APM: APMBpi nonesosarenedt UCI1[An; APMbl CHCTEMHBIX aAMHHHCTPATOPOB
NUCIIOn;

- Ha yposHe cepsepoB JIBC: na ¢aiinoBeix cepsepax; cepBepax 0a3 JaHHBIX; CepBepax
TPUIIOKCHUH; CCPBEPaAX dMEKTPOHHOM II0UTHI; CEPBEPax KaTaJIOrOB; cepBepax 0€30I1aCHOCTH H T.1I.

4.5. Ilogcucrema MesKCEeTEBOro SJKPAHHUPOBAHHS

Hasnauenue:

IoxcucremMa MeKCeTeBOro SKpPaHUPOBAHUS INpeJHA3HA4YeHa IS OOeCHeueHHs 3aIlUTHI
HH(POPMAHOHHOH CHCTEMBI, €€ CPELICTB, CHCTEM CBSI3H U MEepeaayd JaHHbIX.

Tpebosanua k noocucmeme:

B coorercTBHH ¢ [9] 171 MOACHCTEMBI MEXKCETEBOIO DKPAHUPOBAHUS YCTAHOBJICHBI CIIEIYIOLINE
TpeOOBaHUSA:

1. Meps! no 3amure HHGOPMAIIMOHHOH CHCTEMEL, €€ CPEJICTB, CHCTEM CBA3H M IIepeNayn JAaHHBIX
JOJDKHBI ~ o0ecrneyuBaTh  3allUTY  NEPCOHANBHBIX  JaHHBIX INPH  B3aUMOACHCTBUM
MHPOPMALMOHHON CUCTEMBl MM €€ OTIEJBbHBIX CETMEHTOB C HMHBIMH HH()OPMAUHOHHBIMH
CHCTeMaMH ¥ MH(GOPMALHOHHO-TEICKOMMYHHUKAIIMOHHEIMU CETSAMH MOCPEACTBOM IPUMEHEHHUS
ApXMTEKTypbl HMHGOPMAIIMOHHOH CHCTEMbl M MNPOEKTHBIX pEIICHHM, HalpaBleHHbIX Ha
obecrieueHre 0€30MaCHOCTH NTEPCOHATBHBIX JTaHHBIX.

Cooepofcanue MepP RO MEHCCEMEGOMY IKDAHUPOBAHUIO?

B coorserctBUM € [9] U ycTaHOBIEHHBIM ypoBHeM 3armmuinéHHOCTU [1JIH, QYHKIHMH IOJCHCTEMBI
MEJKCETEBOr0 SKpaHUPOBaHUSI 00ECTIEUHBAIOTCS peaTH3alueii CleayIoNMX Mep:

v' Pasjenenue B nHGOPMAIMOHHON cHCTeMe (QYHKUIHH MO YNPaBJIEHUIO (AIMHHHACTPHPOBAHMIO)
UHQOPMALMOHHON CHUCTEMOH, YIpPAaBICHUIO (aIMUHUCTPUPOBAHUIO) CHCTEMON 3aINUTHI
IepCOHANBHBIX JaHHBIX, PYHKUHH Mo oOpaboTKe MepCcOHANBHBIX JAHHBIX W UHBIX (GYHKIHHA
HHPOPMAIIMOHHOM CHCTEMBI,

v' TlpenoTBpalieHHe 3alepXKH WM [PEPHIBAHMS  BBIOJHECHHS IPOLECCOB €  BBICOKAM
IPHOPUTETOM CO CTOPOHBI POIIECCOB ¢ HU3KUM TIPHOPUTETOM;

v ObecnedeHne 3alUThl MEPCOHANBHBIX JAHHBIX OT PACKPLITHs, MOTU(UKAIMNA H HABA3BIBAHHS
(BBOZA JI0KHOH MHpOpMaLMK) NpH e€ mepenade (MOATOTOBKE K Iepeaaye) Mo KaHauaM CBSI3H,
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v
v

MMEIOLIMM BBIXOJ] 3a IIPEJIENbl KOHTPOJIUPYEMOH 30HBI, B TOM 4HClle OeclpoBOAHEIM KaHaIaM
CBA3H,;

OGecneyenne DOBEPEHHBIX KaHasla, MapLIpyTa MeXIy aJMHHHCTPAaTOPOM, IIOJb30BATENIEM H
CpeiCTBAMHU  3amuThl  uHpopManuM  (QYHKIMSIMH  0€30MIaCHOCTH  CPENCTB  3allUTHI
HHpOpPMAaLIH);

3anpeT HECAHKLHMOHHPOBAHHOH yNalIEHHOH aKTHBAaLUMH BHACOKAMED, MHKPO(GOHOB M HHBIX
nepudepuiiHBIX YCTPOHCTB, KOTOpBIE MOLYT AaKTUBHPOBATLCS YIANEHHO, W OIOBEIEHHE
nosb30BaTeNeit 00 aKTUBALMH TAKUX YCTPOUCTB;

Ilepenaya ¥ KOHTpPOJB LEINOCTHOCTH aTpuOyTOB Oe30macHOCTH (METOK 6e30MacHOCTH),
CBS3aHHBIX € NEPCOHAIBHBIMH [JaHHBIMH, IPU OOMEHE UMH C WHBIMH HH(MOPMALHMOHHLIMU
CHCTEMAMHU; _

KoHTponb CaHKIIMOHMPOBAHHOTO M HCKIIIOYEHHE HEeCaHKIHOHHPOBAHHOIO HCIOIB30BAHHMS
TEXHOJOIMH MOOMJIBHONO KOJa, B TOM HYHCJIE PpETUCTpalsi COOBITHH, CBS3aHHBIX C
UCIIOJIb30BAHUEM TEXHOJIOTMH MOOUJIBHOIO KOJa, UX aHAJIM3 U pearupoBaHUe Ha HApyIIEHMUs,
CBSI3aHHBIE C UCIIONB30BAHUEM TEXHOIOTUH MOOUIIBHOTO KOJIa;

KOHTposIb CaHKUUMOHHPOBAHHOIO M HCKITIOYEHHE HECAHKIHOHUPOBAHHOIO HCIIOJIL30BAHMS
TEXHOJIOTHH IepeJadyd pedd, B TOM UHCJIE PErucTpalMs COOBITHH, CBA3aHHBIX C
MCIIOJIB30BAaHMEM TEXHOJIOIMH IEpejayy peud, MX aHali3 U pearipoBaHWe Ha HapylIeHu,
CBS3aHHBIE C HCIIOIB30BAHUEM TEXHOJIOTHH Ilepelad peyw;

KoHTposmb  CaHKIMOHHPOBAHHOM M MCKJIIOYCHHC  HECAHKIIMOHHPOBAHHOM  Iepenadn
BUACOMHGOPMAIIMK, B TOM UHCJE PETHCTpalMs COOBITHH, CBS3aHHBIX C Iepenaueit
BMIECOUH()OPMALIUHN, UX aHAIM3 W pearupoBaHHE Ha HapyIIeHHs, CBA3AHHBIE C Iepenadeit
BHUJIeOUH(OpMAIIHY;

[TonTBep>kAeHHE NPOHCXOXKIACHUS HCTOYHHMKA MHGOpPMaUMH, I[OJydYaeMOH B IIpolecce
OIpPEJCICHHs CETEBBIX AJPECOB IO CETEBBIM HMMEHaM HIIM OIpPEJENICHUS CETEBBIX HMEH I10
CETEBBIM aJIpecaM;

ObecneyeHue MOJUIMHHOCTH CETEBBIX COSAMHEHHH (CEaHCOB B3aUMOJICHCTBHSA), B TOM YHCIE
VTS 3AIIMTHL OT TIOJIMEHBI CETEBBIX YCTPOUCTB H CEPBUCOB;

Hckmouenne BO3MOXHOCTH OTPULAHUS II0NIB30BaTeNieM (pakTa OTHPAaBKU TIEPCOHATBHBIX
J@HHBIX IPYTOMY [OJIB30BATEIIO;

UckimoueHne BO3MOXHOCTH OTpHUAHUS I[I0Jb30BaTeleM (aKTa MOJIydYEeHHs HEPCOHANBHBIX
JAaHHBIX OT APYTOro MOJb30BaTENs;

HMcnone3oBaHue ycTpOHCTB TEPMUHATBHOIO J0CTYIIA 7Sl 06pabOoTKH MEePCOHATBHBIX JAHHBIX;
3amura apxUBHBIX (aHIOB, IapaMeTpOB HACTPOWKM CPEACTB 3aliUThl HHGOPMaUMH H
OporpaMMHOro OOECIEeUYeHUs] U HMHBIX JaHHBIX, HE IOJUICKAIlUX H3MEHEHHIO B IIpOIECCe
00pabOTKK NEPCOHAIBHBIX JTaHHBIX;

BrisiBnenue, aHanu3 KU ONOKHpPOBaHHE B HMH(OPMAIIMOHHOW CHCTEME CKPBITBIX KaHAJIOB
nepegaun HHGoOpMAIMKU B 0OXOJX pealTM30BAaHHBIX MEpP WM BHYTPH Pa3peIIHHBIX CETEBBIX
IIPOTOKOJIOB;

Pa3buennie nHGOpMAIMOHHOH CHUCTEMBl Ha CEIMEHTh! (CErMEHTHPOBaHHE HHOPOPMAlMOHHOU
CUCTEMBI) U ODecreueHne 3alMThl IEPUMETPOB CErMEHTOB HH(POPMALIMOHHON CHCTEMBI,
Obecrieyenre 3arpy3kKu B HCIIOJHEHHs NMPOTPaMMHOTO OOCSCIICUEHHs ¢ MAIMHHBIX HOCHTENeH
NEepCOHANBHBIX JTaHHBIX, JOCTYIHBIX TOJBKO I YTEHHs, ¥ KOHTPOJb LEJOCTHOCTH AAHHOTO
IPOrpaMMHOr0 oOecIeueHus;

M3o0as11111s1 MpOLECCOB (BBIMOJHEHUE NIPOrPaMM) B BbIIENEHHOM 001aCTH NaMsTH;

3amura OecpOBONHBIX COENUHEHUH, IPUMEHIEMBIX B HHOOPMAIMOHHON CHCTEME.

Peanuzayun:

[ToncuctemMa MEKCETEBOTO OKpaHHUpOBAaHUA pPCAIM3YCTCs OpraHu3alilMOHHBIMH H I[IPpOI'paMMHO-
TEXHHYCCKHUMH MEpaMU.

Crp. 20
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OpeaHusayuorHble Mepol.
1. HasnadeHue 5uI, OTBETCTBEHHBIX 3a pa3pabOTKy, BHEJPEHHE U BKCIUTYaTALUIO MOACHCTEMEI
MEXKCETEBOr0 3KpPaHUPOBAaHHUS.

2. Omnpe/ienieHue MOJUTHKY (GUIBTPAIIUM BXOASIIMX U UCXOAAILIMX COeAMHEHHH (HeoOX0IMMOCTh /
JIOCTATOYHOCTE ).

IIpozpammHo-mexHuyecKue mepol.

1. ItatHeIMH (BCTPOEHHBIMM) CpPEACTBaMU OOECIIEYEHHUS MEXCETEBOTO JKpaHHpPOBAHKS,
pasrpaHUueHus JOCTyna, nocTpoeHus VPN coenunenmii m agmuuuctpupoBanus OC, cereBoro
obopynoBanus (Hdposanue B OeCIpOBOAHBIX CeTAX, puabTparus o MAC-aapecaM # T.1.).

2. CnenyanbHBIMKA IPOrPAMMHO-TEXHUUECKAMH CPEACTBAMH U/WJIM KOMIUIEKCAMH, PEasIU3yFOIIUMU
JOIOJIHUTENLHBIE MEPHI TI0 0OECIIEUEHHIO MEXCETEBOTO SKPAaHUPOBAHMS, pa3TpaHNueHHs JOCTYIIA,
AHTHBUPYCHOH 3alllUTHI, a TAKXKE IPOTHUBOACHCTBHUS yTeUKaM HHPOPMALIH (CPEACTBA HNEKTPOHHON
noanucu, antTuBupycHoe [10, cpencrsa noctpoenuss VPN coenunenwuit, cuctemsr DLP u 1.11.).

4.6. IToacucremMa aHAIN3A 3AIMINEHHOCTH

Ha3nauenue:

[logcuctemMa aHaiM3a 3alIMLIEHHOCTH NpeAHa3HadeHa s oOecmeueHus KOHTPOJS
(aHanu3a) 3alMINEHHOCTH HHPOPMAUMOHHON CHCTEMBI U IEPCOHAIBHBIX JIAHHBIX.

Tpebosanua k noocucmeme:

B cootBerctBumM ¢ [9] g mojacucTeMBl aHANM3a 3AIIMINEHHOCTH YCTAHOBJIEHBI CIEIYIOLIHE
TpeOOBaHMUS:

1. Mepbl IO KOHTPOJIO (QaHAIM3Y) 3aIMIIEHHOCTH NIEPCOHANIBHBIX AAHHBIX JOJDKHBI 00ecneunBaTh
KOHTPOJIb ~ YPOBHS  3allMUIEHHOCTH  MEPCOHAIbHBIX  JaHHBIX, o0OpabarTbiBaeMbIX B
UH(POPMAIIMOHHOH CHCTEME, ITyTEM IPOBEACHHS CHCTEMATHUECKUX MEPONPUATHH 110 aHaIu3y
3AMMINEHHOCTH WHPOPMAIIHOHHOH CHUCTEMEBl M TECTHPOBAHHIO pabOTOCIOCOOHOCTH CHCTEMBI
3aIUTHl IEPCOHAIBHBIX JAHHBIX.

Cooepxcanue mep no AHATU3Y 3AUULEHHOCMU:

B coorBercTBUH ¢ [9] ¥ ycTaHOBIEHHBIM ypoBHEM 3amuinéHHocTd [1J[H, QyHKIMM noacucTeMsl

aHaIN3a 3aMUIIEHHOCTH 00eCIeUnBaOTCS peaiu3alueil CIeqyIOIKX Mep:

v’ BruisBieHue, aHaaM3 ys3BUMOCTeH HHGOPMAlMOHHOM CHCTEMBI M OIEPAaTHBHOE yCTPAaHEHUE
BHOBB BBISIBJICHHBIX ySI3BUMOCTEH;

v" KOHTpONb yCTAaHOBKM OOHOBJICHHH HpPOrpaMMHOr0 o0OecleueHus, BKIouyas OOHOBIIEHHE
IIPOrPaMMHOT0 OBeCIIedeH st CPeICTB 3alUTHI HHPOpPMaIlH;

v" Kontpons paboTocrnocoOHOCTH, TapaMeTPOB HACTPOHKH M MPAaBUIBHOCTH (QyHKLHOHUPOBAHHA
IIPOrpaMMHOT0 00€CIeUeHHsI U CPEACTB 3alUThl HHPOPMAIHH;

v KOHTpOIIb COCTaBa TEXHHYECKUX CPEACTB, NMPOrpaMMHOIO OOECHeYeHUs H CPEACTB 3aLIHTEI
uH(pOpMaLUY;

v KOoHTposs TpaBWiI TeHEepalWH M CMEHBl Naposeil Mosp3oBaTesneid, 3aBElEHHS M yJAJICHHUS
YUETHBIX 3alCel I0Jb30BaTeNel, pealu3aluy IpaBuil pa3srpaHU4eHus J0CTyIIa, IIOJIHOMOYHH
oJib30BaTeNe B MH(GOPMAMOHHOUN CHCTEME.
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Peanuzavun:

HO,HCI/ICTEMS. aHaJIM3a 3AIMUIEHHOCTH peau3yeTCsa OpraHu3allMOHHBIMH H  IIPOrpaMMHO-
TCXHUYCCKHUMH MCpaMu.

Opean U3aYUOHHbIE MEPbl!

1. Ha3nayeHue nul, OTBETCTBEHHBIX 3a pa3pabOTKy, BHEAPECHHE W IKCIUTYyaTAlMIO MOJACHCTEMBI
aHaIn3a 3allAIIEHHOCTH,

2. B «Mucrpyxuun agmunncrparopa VICII[IH» B mepedeHp NOJKHOCTHBIX O0S3aHHOCTEH JIOKHBI
OBITH BKJIFOUEHBL: o

v/ KOHTPO/b U IIEPHOA KOHTpOIIs paborocnocobroctu 110 u C3H;

v unBenTapusanus [10 u C3U u nepron nposeeHus;

v/ KOHTPOJIb MIPABUJI FeHEPALIMHU U CMEHBI NapOIei.

HpOZpClMMHO-I’I’l@XHM‘t@CKue Mmepbl.!

1. HlratHpiMH (BCTPOCHHBIMHM) CPEACTBAMH aHAIN3a 3AIMUINEHHOCTH, pasrpaHHuCHHs JOCTyIa,
noctpoenuss VPN coenunenunit u aamuancTpuposanus OC, cereBoro o0opyaoBanus (IPOCMOTP
)KYPHAJIOB, OTYETOB O COOBITUSIX OE3011aCHOCTH).

2. CneunanbHbIMA IPOrPAMMHO-TEXHHYCCKUMH CPEACTBAMU M/ KOMILIEKCAMH, PEAU3YIOLIHMU
JIOTIOJHUTEIbHBIE MEPBI IO aHATU3Y 3alIMIEHHOCTH (CKaHEPHI 0€30MACHOCTH, CPEACTBA MeHEPallni
mapojel, CpeAcTBa MaTeMaTH4YeCKOro MOJENUPOBAaHMS W OLIGHKM PpUCKOB  HapyIIEHMS
6esonacunoctu [1]1H).

Pazmewenue:

MO}Z[yJII/I MOACUCTEMB! aHAIN3a 3aIMUIIEHHOCTH MOTYT pasMeIaThbCA:

oo

- #Ha yposue APM: APMge noms3oBarenedt MCII/[n; APMbl cHCTeMHBIX aIMHHHCTPAaTOpPOB
NUCTIx;

- Ha ypoBHe cepBepoB JIBC: Ha aioBbIX cepBepax; cepBepax 0a3 IaHHBEIX; CepBepax
NPUJIOKESHHH; cepBepax JEKTPOHHOH ITOUTHI; cepBepax KaTaJloroB; CEpBepax O€30NacHOCTH H T.A.

4.7. Iloacucrema oOHAPYKeHUS BTOPKeHHH

Haznauenue:

[Toacucrema oOHApYIKEHHS BTOPKEHHH peau3yeTrcs MoIylieM oOHapyKeHUsI BTOpXEHUH B
WCII[dn, noAKITIOUeHHBIX K CETAM MEXIyHapOIHOTO UHPOPMAIIMOHHOTO OOMEHA.

TpebosaHua k nodcucmeme:

B coorBercTBHH ¢ [9] 1A moAcHCTeMBl OOHAPY)KEHWsI BTOP)KEHUH yCTAaHOBJIEHB! CIIENYIOMINE
TpeOoBaHHs:
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1. Mepsl 10 OOHapyXeHHIO (IPEJOTBPAIICHHUIO) BTOPKEHHM  JOJIKHBI o0ecrne4ynBaTh
oOHapy)XeHHe JIEACTBUHI B UHPOPMALUOHHOK CHUCTEME, HallpaBJICHHBIX Ha
HECAHKIMOHHPOBAHHEI  70CTYm K HHQOpMalmM, CHeldalbHble  BO3JCHCTBHA  Ha
MHQOPMALMOHHYKO CHCTEMY # (MiIM) TEPCOHAIBHBIE JaHHBIC B IEJX noObIBaHUS,
VHUUTOXEHHUS, UCKAKEHUs M ONOKUPOBAHUsS NOCTYNa K NCPCOHAIBHBIM IaHHDBIM, & TaKKe
pearipoBaHUE HA OTH JEHCTBUSL.

Codepcanue mMep no OOHAPYHCEHUIO 6IMOPHCEHUUL:

B cooTBeTCTBHH ¢ [9] H YCTAHOBNEHHLIM ypoBHeM 3amumERHOCTH [11H, GyHKIMHM TOACHCTEMBI
o0ecreunBarOTCs peanu3alied Cleayomux Mep:

v’ OGuapy’xeHHe BTOPKEHUH; - -

v’ OGHOBJIeHHE 6a3bl pelIaroIiX NPaBUIL

Peanuzayus: e

ITopcuctema O6Hapy>K€HI/I$I BTOp)I(eHI/Iﬁ peanusyercsa CIEeNHaIU3UPOBAHHBIMA  IPOT'PAMMHBIMHA
CpeACTBaMH U KOMIUICKCAMH.

Pasmeuwienue:

Moy/1i IOACHCTEMBI 00HAPYKEHHUS BTOPKEHUH MOTYT PasMEIIaThHCA:

- na yposHe APM: APMu mnons3oparenei VICIIIH; APMBI CHCTEMHBIX aJIMHMHHCTPATOPOB
WCT1Ix;

- Ha ypoBHe cepBepos JIBC: Ha (QainioBpIX cepBepax; cepBepax 0a3 JaHHBIX; CepBEpax
IPUOXKEHHI; CepBepax NEeKTPOHHOMN MOYThI; CEPBEPAX KaTajloros; ceppepax 0€301acHOCTH U T.J.

4.8. IloacucreMa KpunTorpadgpuUeCKOH 3aUThI

Haznauenue:

[ToncuctemMa KpunrorpadpHyecKod 3allMThl NpefHa3HadeHa Uil HCKIIOYCHHS HCJIl x
samumaemoii B UCTIJIH KoHbUACHIIMATIPHON WHPOPMALMA TIpH €€ NEepEeaaiec I0 KaHalaM CBA3H
ceTeli 0BIIETO TOMIB30BANMS U (MIIH) MEX/TyHAPOIHOro oOMeHa.

Tpebosanun k noocucmeme:

B cooTeercTBMM ¢ HOpMmaTuBHbiMM gokyMmeHTamu OCb Poccnr  and  IOACHCTEMBI
KpHnTorpaguyuecKoi 3auThl yCTaHOBJICHBI CIIEIYIONIHE TpeOoBaHUS:

1. Mepsl 1O KPUNTOrpaQUUYecKod 3aiuTe [EPCOHANbHBIX [AHHBIX IOIKHEL obecrieunBaTh
reHepaluio U pacipejieleHne KIoUeBod HHPOPMAUK MEXTYy 3NEMCHTaMH HUCII /s, ynpasieHue
oueBoil  mH(opManuelt, wMdposanue/fem@posanne  KOHQHICHIMATBHOH uHpOpMaLUH,
B3QUMOJCHCTBHE C TOACHCTEMAaMy  YIIpaBjeHHs mpolieccamu obecrieuenust 0€30IaCHOCTH
uH(OPMAIKH, KOHTPOJIS JOCTyTIa K pecypcam U ayura.

Cooeparcarue mep no Kpunmozpauueckoi sauume:
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B coorBercTBHEM ¢ HOpMaTuBHbIMK JokymeHTaMH PCBH Poccum M yCTaHOBJICHHBIM YPOBHEM

samuménnoctd 11/1H, QYHKOMH TOICHUCTEMBI KpUNTOrpaduyecKodl 3amlluThl 0OECICYHBAIOTCS

peaM3alyell CIeayoIuX Mep:

v' llludposanne Bceil KOHQUAEHUMATBHON nHQOpPMAIlMH, 3alUCBHIBAEMON Ha COBMECTHO
HCIOJIb3yeMble pa3IMuHbIMKM CyOBEKTaMU 1OCTyNa (pa3melsicMble) HOCHTENHN JaHHBIX, a TaKKe
Ha CbEMHBIC [IOPTATHBHBIE HOCHTENH JAHHBIX  (JMCKETEHl, USB-HOCUTENIX W T.IL.)
JIONrOBPEMEHHOW BHELIHEH IMaMATH /U XpaHeHMs 33 TpeJesaMH  CCaHCOB paboThl
CaHKUHOHMPOBAHHBIX CyOBEKTOB IOCTYIIA;

v Co3jaHHe KAHATOB CBSI31, 00ECIIeUMBAIOLINX 3aIIMTY NepeaaBaeMoi nHPOpMaLHH;

v [lpunyauTenbHas — oducTka  oOnacTedl  BHOIIHEH — MAMATH, — CONCPXKABIIMX  DaHEE
Hezamu(GpoBaHHYIO MHPOPMALHKIO;

v AyTeHTH(QUKALIHUSL B3aUMOJEHCTBYIOIIMX HHGOPMALMOHHBIX CHCTEM M [TPOBEPKa NOMNTMHHOCTH
IO/Ib30BaTENEH ¥ LETOCTHOCTH MepeaaBacMbIX JaHHBIX;

v OfecrniedeHHe MPEeIOTBPAIEHUS BO3MOKHOCTH OTPMUAHUSA TOJb30BATENICM ¢bakTa OTIIpaBKU
IEPCOHATIBHBIX JAHHBIX JPYTOMY I0JIb30BATENO;

v ObecriedeHHe IPeIOTBPAILEHUS BO3MOKHOCTH OTPHIAHHA IOJb30BATEIICM (akTa IONy4UECHH
TNIepCOHAIBHBIX JaHHBIX OT IPYTOro MOIb30BaTeNs.

Peanuzauuan:

PO TN
ITogcucteMa KpunTorpaQ)qu'ciééﬁ' 3aMTHEl peau3yeTcss OPraHW3aldOHHBIMU M HPOrpaMMHO-
TEXHUYECKHUMHU MEPAaMH.

(S

OpZCIHZ/lS’aHuOHHble mepul!

1. HazHaueHue AMil, OTBETCTBEHHLIX 3a pa3paloTKy, BHEAPCHHUE W OKCIIyaTalHiO MOACHCTCMBI
KpUNTOrpaduueCcKON 3aUThI.

2. JIumamu, OTBETCTBEHHBIMH 3a BHEJPEHHE W IKCIUTYaTalMIO MOJICHCTEMBI kpunrorpaguueckoi
3AIMUTHL, JODKHBI OBITH OINpPENENeHbl MeCTa XPaHCHHSA KIIFOYCBBIX HOCHTENEH, a TaKKe
mACTpUOYTHBOB  CPEACTB  KPUUTOrpahuyeckod  3allMThL uHGopManuy,  MCKIOYArole
HECAHKIIHOHUPOBAHHBIA TOCTYIL.
3. JluraMu, OTBETCTBEHHLIMU 3@ BHEJIPEHHE H IKCIUTYyaTalUIO IOJCHCTCMBI KpUIITOrpaduIeCKon
3AIHTHI, J0JDKSH ObIThH OPTAHM30BaH YUY&T CPeICTB KPUNTOrPahUUECcKOH 3aIlUThI HHGOpMaIHH.

4. B «Mucrpyxuun nosszosatens VCTIIIH» momkpl ObITh IPHBEACHB! IPABAA SKCILTyaTallMi 1
XpaHeHHus: KIIOYEBLIX HOCUTENEH.

5. OspakomieHue  pabOTHMKOB ~ C  BHYTPEHHHMH  HOPMATHBHBIMH  JOKyMCHTaMH,
PErIaMEeHTUPYIOLUMHU BOIIPOCH kpunrorpadudecko samuThl [1/1H.

Ipozpammno-mexnu4ecKue mepol.

1. [liTaTHBIMH (BCTPOEHHBIMH) CPEICTBAMU KPHITOrpaQH4ecKoi 3alluThl OC, CYB/, ceresoro
000pyAOBaHHsL. v

2. CHenMabHBIME TPOrPAMMHO-TEXHHYECKUMH CPEICTBAMH 1/HITH KOMIIIEKCaMH, Peai3yOIMMK
JOTONHUTEbHbIE Mephl 110 KpunTorpadudeckor sammre [1/IH (cnenuani3npoBaHHOS 110, DIl u
T.I.).
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Pazmeuwgenue:

Moaynu noacucTeMbl KpUITOrpaQUUECKON 3aIUThI MOTYT Pa3MEUIAThCS:

- Ha ypoBHe APM: APMpr nonesopateneit MCIIJIH; APMEBI CHCTEMHBIX aIMHUHHCTPATOPOB
NUCTI x;

- Ha yposHe ceppepoB JIBC: ma ¢aiinoBbIX cepBepax; cepBepax 0a3 JaHHBIX; CepBepax
NPWIOKEHUH; cepBepax EKTPOHHON MOYTHI; CEpBepax KaTaJloroB; cepBepax 0€30MacHOCTH | T..I.

4.9. Iloacucrema ynpasJ/ieHus1 npoueccamu odecrnedeHus dezonacaoctu IAn

Haznauenue:

[Toacucrema ynpasieHusi rnpoueccamu obecriedenus: GezomacHoctu [1/IH mpeanasHayena

ISt peaiu3alii cIefyouX Mep o obecnedenuto Ge3omacuocty [1/1n:

v/ BBISIBJICHHE HHUMACHTOB (OAHOTO COOBITHS MM IPYIIIBI COOBITHH), KOTOPBIE MOTYT IPUBECTH K
c60AM WNH HapylleHWio' (YHKIHOHMPOBAHMS HHQPOPMAIMOHHOH CHCTEMBI W (WIH) K
BO3HMKHOBEHHIO YIpo3 Oe30MacHOCTH IEePCOHANBHBIX [MaHHBIX (Oajee - HHIMIEHTHI), U
pearupoBaHue Ha HUX;

v’ ympasneHue KoH(uUrypauneid HHGOPMAIIMOHHON CHCTEMBI U CHCTEMBI 3aIMUTHI IEPCOHAIBHBIX
JAHHBIX.

Tpebosanua k noocucmeme:

B cooTBeTcTBHH ¢ [9] Anst TOCHCTEMBI yIIpaBieHus npoueccamu obecnedenus 6e3onacHoct [1)IxH
YCTAHOBJIEHBI ClIeyIolxe TpeOoBaHuUS:

1. Mepbl 1O BBIIBICHUIO HHIHICHTOB M pEarupoBaHHIO HAa HHX JOJDKHBI 00ecneduBaTh
oOHapy)XeHHe, HUICHTU(GUKALMIO, AHAIW3 WHUWACHTOB B HMHGOPMALIMOHHOHW CHCTEME, a TaKXKe
IIPUHSATHE Mep 110 YCTPAHEHHIO ¥ NIPEAYPEXKIEHUIO UHITHIEHTOB.

2. Mepbl mo ympaBieHHIO KOH(UTypauueld HHOOPMAIIMOHHOM CHCTEMBI M CHCTEMBl 3alllUTHI
IEePCOHANBHBIX JIAHHBIX JOJDKHBI OOECTICYMBATh YIPABICHUE W3MEHEHUSIMHM KOH(UIypauuu
HHGOPMAIHOHHON CUCTEMBI M CHCTEMB] 3aLUThl IEPCOHANBHBIX JAHHBIX, aHAIN3 HOTEHIIUAIBHOIO

BO3JICHCTBUS IJIAaHAPYEMBIX n3MeHeHui Ha obecnedenne 0€30MIaCHOCTH TICPCOHATIBHBIX NAHHLBIX, a
TAXXKE JOKYMEHTUPOBAHHUE 3TUX HU3MEHECHUH.

Cooepiicanue mep no ynpasienuio npoyeccamu obecnevenusn b6esonachocmu I/[n:

B coorsercTBHU ¢ [9] ¥ yCTaHOBNEHHBIM ypoBHeM 3awuinéHHocTH [1/IH, GyHKIMH MOACHCTEMBI
ynpaBieHust mporeccamu oOecredenust OesomacHoctH [IJ[H ofecnmeumBaroTcs peanusaunuei
CNENYIOIMX MEp:

v OnpenencHue U1, OTBETCTBEHHBIX 3a BHISIBICHHE HHIIMASHTOB H pearipoBaHie Ha HUX;

V' O6HapyxeHHe, HACHTH(PUKAIIMS U PerHCTPalusl HHIUAEHTOB;

v' CpoeBpeMeHHOe  HMHG)OPMHUPOBAaHHE  IOJb30BATENAMH M QIMUHUCTPATOPaMH  JIHIL,
OTBETCTBEHHBIX 3a BBISIBICHHE HMHIMJIECHTOB W pPEarMpoOBaHME HA HHUX, O BO3HHKHOBEHHH
HHIUACHTOB B HHPOPMAIHMOHHON CHCTEME;

v\ AHanu3 WHIOMAAEHTOB, B TOM YHCIE ONpeAelieHUe HMCTOYHMUKOB W INPUYUH BO3HUKHOBEHUS
HHIIW/ICHTOB, @ TaK)Ke OLIEHK, UX TOCIEACTBUH;
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v' TlpunsTye Mep IO yCTPAHEHHUIO NIOCIEACTBUN HHIIMIEHTOB;

v' TlnanupoBaHHe W TPHUHATHE Mep [0 NPENOTBPALICHHIO TOBTOPHOIO BO3HHKHOBCHUA
MHIM/ECHTOB;

V' Ompeenenue JHIl, KOTOPEIM pa3spelleHs! IeHCTBUS 110 BHECEHMIO H3MEHEeHUH B KOHQUTY parumio
HH(bOpMaHHOHHOfI CHCTEMBI H CHCTECMBI 3AIIITUTEI IIEPCOHAJIEHBIX JaHHBIX]

v' YnpaBieHne H3MEHCHHsMH KOHGUIypauud HHQOPMAIMOHHOH CHCTEMBI M CHCTEMBI 3alLMThHI
NEPCOHAJIBHBIX JaHHDBIX;

v\ AHaliu3 TOTEHIMAILHOTO BO3ACHCTBHS IUIAHHPYEMBIX H3MEHEHMH B KOH(QUIypauuu
MHPOPMAILIMOHHOW CHCTEMBI M CHCTEMBI 3alllHThl IE€PCOHANBHBIX JAHHBIX HA OOeCHeYeHHE
3AIIATBl  [EPCOHATBHBIX  JIAHHBIX W COINIACOBAHHE W3MEHEHHMH B  KOH(UIypauuu
MH(GOPMAIIMOHHON CHCTEMBI C JOJDKHOCTHBIM JIMUOM (paGOTHMKOM), OTBETCTBEHHBIM 32
obecneyenre Ge30MACHOCTH IIEPCOHANBHBIX JAHHBIX;

v’ JlokymeHTupoBanue  uHbOpManuu  (faHHBIX) 00  HM3MEHEHHAX B  KOH(QHIypaluH
MHPOPMALIMOHHOM CHCTEMBI 1 CUCTEMBI 3ALLUTHI NEPCOHANBHBIX JaHHBIX.

Peanuzayua:

IToacucrema peanu3yeTrcsa OpraHn3alliOHHBIMY U IIPOTPAMMHO-TEXHMYCCKHUMH MCDaMH.

OpeaHu3aqu0HH bl€ MepblL.!

1. HaszHauenue JMI, OTBETCTBEHHBIX 3a Pa3pabOTKy, BHEAPEHHE U 3KCILIYyaTalMIO IOACHUCTEMBI
yOpaBlIeHUs! mporeccamMu obecneuenus Oesonacuoctu 11J1H.

2. B «Muctpykunu anmunucrparopa MCI1/Ja» B nepeueHpb JIODKHOCTHBIX 0OA3aHHOCTEH NOJIKHBI
OBITH BKJIFOUECHB!:

v/ HacTpOMKa ¥ yIpaB/ieHHEe CPEeJCTBAMH 3allUTHI;

v' ananu3 uHIMAcHTOB OesomacHoctd MCIIJiH, B ToM wucne omnpejeneHue HCTOYHHKOB U
NIPUYHH BO3HUKHOBEHUS MHLUAEHTOB, a TAKXKE OLICHKA UX MOCICACTBUH;,

v/ [pUHSTHE Mep 10 YCTPaHEHHUIO MOCIEACTBUN HHLIUIEHTOB;

v IIaHHPOBAHWUE © MPHHATHE Mep IO IPEJOTBPALCHUIO IOBTOPHOIO BO3HHKHOBEHHUSI
HUHIU/IEHTOB;

v\ aHanu3 NOTEHLMAILHOrO BO3JEHCTBHSA IUIAHWPYEMBIX H3MEHEHHH B KOHQUIrypauuu
MH(QOPMAIMOHHOH CUCTEMBI M CHCTEMBI 3aIIUTHl NIEPCOHATLHBIX JAaHHBIX Ha oOecreyeHue
3allMThI IEPCOHATIBHBIX JJaHHBIX;

v/ onpenesieHHE MOpsAKa MOCTaBKH, 3aKPEIUICHHs, BBOJA B OJKCILIyaTalMIO, KOMHUPOBaHMS,
TUPAXUPOBAHUS, T0PAaOOTKH, BOCCTAHOBJIEHHsI IIPOTPAMMHOTO 0OECIIeYEeHH S,

v' 00ydeHHe (IIOArOTOBKA) IONB30BaTeNel NOPSAAKY M IpaBuiaM paboThl ¢ TPOTPAMMHO-
almapaTHBIMH ~ CcpelcTBaMi  00BEKTa, IOPANKY MCIOJIB30BAHHA CPCICTB  3aIUUTHI
uHbOpMaLUK;

v/ OKyMeHTHpoBaHHMe uHdopMaiuu (JaHHBIX) 00 H3MEHEHHAX B  KOHQMIypauuu
MH(QOPMALIHOHHON CHCTEMBI ¥ CUCTEMBI 3aLUThHI IEPCOHAILHBIX JTaHHBIX;

v/ OpraHu3ainus KOHTPOJIS 38 COCTOSIHHEM 3amiMThl HHGOpMaluu H paboTOH MOJib30BaTeleH
VCITIH B yacTu cobaroaenus TpeOOBaHMUHN 110 3aIIUTE HHHOPMAIIUH,

v/ omnpejeieHre NEPUHOJUYHOCTH M NOPAAKA CMEHBI CPEICTB OMO3HABAHMS M pasrpaHUYCHUS
joctyna (nmapoJie, TMYHBIX HICHTU(PHKATOPOB);

v/ opraHmzanMs yuéra, XpaHCHWS, YHHYTOXKEHHS, PEMOHTA MAIHHHBIX HOCHUTEINEH
HH(POPMAIIUH U [10Ps/IKA 0OpaIleHUs ¢ HUMH.
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3. B «MHerpyknun nons3osarens VMCII[An» B nepeueHb AODKHOCTHBIX OOS3aHHOCTEH HOIKHO
OBITh BKIIOYCHO TpeOOBaHHE O CBOEBPEMEHHOM HHGOPMHUPOBAHUM IONB30BATENIEM OTBETCTBEHHBIX
JIMI 0 BOSHMKHOBEHUH HHUUIEHTOB B UHPOPMALMOHHON cucTeMe U cucTeMe 3amuTh [1/1H.

4. B «Mucrpyxuun nonesosarens MCIT{H» nomxen ObITh yCTaHOBIIEH 3alpeT JJIA MOJIb30BaTeNeH

Ha BHECCHHUEC HM3MEHCHHH B KOHQUTYpanuio WHGOPMALMOHHOH CHUCTEMBI M CHCTEMBI 3allHThI
[IEPCOHATHHBIX JaHHBIX.

Ipoepammno-mexnudeckue mepwi.
BrisBneHre HHIUAECHTOB:

1. IllrarHbIME (BCTPOEHHBIMHM) CpPEIACTBAMH pErucTpauMy coOBITHH U ayauTa Oe30MacHOCTH
uHpopmanvu (OC, npunoxenuit u CYDBJI).

2. CrienMaabHBIME IIPOTPAMMHO-TEXHHYECKHMH CPEJICTBAMHU H/UIIM KOMIUIEKCAMH, PEaIH3YIOIIUMH
JOTIOJIHATEIBHBIC MEPHI N0 aHaMu3y 3amuméHHocTd uHpopmarmu (1O ananm3a puckoB, CKaHEpHI
©e30MmacHOCT! U T.J.), & TAK)XE CPEICTBAMHU NPOTHBOACHCTBUS yTeuKaM MHOOpPMaLMU (CHCTEMBI
3aumThl OT yTedek [1J1a (DLP)).

YrpasieHne KOHGUTYpalei:

1. iTarHbIMU (BCTPOEHHBIMH) CpeACTBaMHU pasrpaHudenus gocryna (OC, npunoxenuii u CYB).
2. CHneudajJbHbIMH  TPOTPAMMHO-TEXHHYECCKUMH  CPEICTBAMH  W/WIM  KOMIUIEKCAMH,
OCYHIECTBISIFOIIMMY JIONIOJHUATENBHBIE MEPBI II0 YIPABIEHUIO JOCTYIIOM (JJIEKTPOHHBIE 3aMKH,
OnomeTpHuecKrue WACHTHGIKATOPHI U T.1.).

Pazmewernue:

Moayu moacHcTeMB! YIIpaBaeHHs IIpoLeccaMu odecneueHus 0€30I1aCHOCTH MOTYT pa3MeEILaThCs:

- Ha ypoBHe APM: APMsb1 nons3opareneit WCII[An; APMBI CHCTEMHBIX aIMHUHHCTPATOpPOB
NCITx;

- Ha ypoBHe cepBepoB JIBC: na ¢aiinoBeix cepBepax; cepBepax 0a3 [MaHHBIX; CcepBepax
NPUIOKCHHH; cepBepax MEKTPOHHOH MOYTHI; cepBepax KaTajloros; cepBepax O€30MIacHOCTH U T.[.

4.10. IToncucrema obecneueHus gocrynHoctu IJIn

Ha3znauenue:

[Toxcucrema ynpaBieHus obecneuenus foctynHocTy [IJIH nmpeaHasHaveHa [UIsl peanu3alin
JOCTYIIa aBTOPU30BAHHBIX IT0JIb30BATENEH K IEPCOHATBHBIM JJaHHBIM.

Tpebosanua k noocucmeme:

B cooTtBeTcTBuE ¢ [9] M1 moacucTeMbl oOecnieueHus JocTynHOoCTH [1J{H ycTaHOBIIEHBI cliemyonme
TpeGoBaHUs:

1. MepI)I Mo obecneyeHuIo JOCTYIIHOCTH INIEPCOHANIBHBIX JIAHHBIX JOJIKHBI o0ecneunBaTh
aBTOpH3OBaHHbII;'I AOCTYII MOJIL30BATECIICH, UMEIOLIUX npasa 1o noCTyny, K INEPCOHAILHBLIM
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JAHHBIM, COAEPXalMMCcs B  HHQOPMAIIMOHHOM  cucTeMe, B  ILITATHOM  pEXHME
(GyHKUHOHUPOBaHUS HHPOPMALVOHHONH CHCTEMBI.

Cooepoicanue mep no odecnewenuio oocmynnocmu IIJ[n:

B cooTBercTBHU ¢ [9] M YCTaHOBJICHHBIM ypoBHEM 3amuiiéHHOCTH [1JIH, QyHKLHH MOACHCTEMEI

obecrnieuenus noctynHocTH [1J[H obecneunBaroTCcs peaaus3anueid CieayomnuX Mep:

v' Ucnonp3oBanue 0TKa30yCTONYMBLIX TEXHUUECKUX CPEACTB;

v' PesepBupOBaHHEC TEXHHYECKUX CPEICTB, MPOrpaMMHOro 00ecrnedeHMs, KaHAIOB Mepeaaun
uHGOpMAaLUK, CpeacTB obecnedeHust GyHKIMOHUPOBaHUSA HHPOPMALIMOHHOM CHCTEMBI,

v Kourpons 0e30TKa3HOro (YyHKIMOHMPOBaHMS TEXHHYECKMX CPENCTB, OOHapyXeHue u
NOKaIM3aLUs 0TKa30B (GYHKLUUOHUPOBAHUS, IPHHATHE MEp IO BOCCTAHOBJIEHHIO OTKA3aBIIAX
CPEJICTB 1 MX TECTHPOBAHHUE;

v’ Tlepuoauyeckoe pe3epBHOE KOIMMPOBAHME NEPCOHATIBHBIX JAHHBIX HA PE3CPBHbBIC MAIIHHHBIC
HOCHTEJTH EPCOHANBHBIX JaHHBIX;

v' OGecrieueHHE BO3MOYKHOCTH BOCCTAHOBJICHUS [IEPCOHANBHBIX JAHHBIX € PE3EPBHBIX MALIMHHEIX

HOCHTENEH MepCOHANbHBIX JIAHHBIX (PE3epBHBIX KONMH) B TEYEHHE YCTAHOBIICHHOTO
BPEMEHHOI'0 MHTEPBAJIA.

Peanusauun:
[Toacucrema peanu3yercsl OpraHu3alOHHBIMM ¥ IPOrPAMMHO-TEXHUYECKHMHU MEpaMHU:
Opeanu3ayuorHble mMepol.

1. HazHaueHue 7M1, OTBETCTBEHHEBIX 33 pa3paboTKy, BHEAPEHUE M 3KCIUIyaTAlMIO IOJCHCTEMBI
obecnieyenus nocrynsocty I1/1n.

2. B «Muctpykunu apmunucrparopa UCIIJs» B nepedeHpb JOKHOCTHBIX 00A3aHHOCTEN JOJKHBL
ObITH  BKJIIOYEHBI KOHTPOJIb  0€30TKa3HOro  (QYHKUMOHMPOBAHMS  TEXHUYECKHX  CPEICTB,
oOHapyXeHHE M JIOKAIU3aLUss OTKa30B (PYyHKIHMOHHPOBAHHS, HPUHSTHE MEP IO BOCCTAHOBJICHHIO
OTKAa3aBIIHX CPEACTB U UX TECTHPOBAHHE.

3. Jluuamu, OTBETCTBEHHBIMH 33 BHEAPEHHE H IKCIUTYATAIlMIO HOJICUCTEMBbl 00eCHeYeHHA
moctynuoct L1J[H, momkeH ObITb paspaGoTaH fokymeHT «Ilopsmok pesepsupoBanust [IJlH u
BOCCTAHOBJIEHUSI PabOTOCIOCOGHOCTH HporpaMMHO-TexHU4Yeckux cpencts VICIIIH», B KOTOPOM
JIOJKHO OBITh YKa3aHo Bpems Boccranosnesus [1/1n ¢ MH.

IIpoepammuo-mexHuveckue mepol.

1. Mrataemivu cpenctamu OC Windows peann3oBaTh KONHMPOBaHUE, apXHBHUPOBAHHUC JAHHBIX H
coctostHuit OC.

2. CrhemMalbHBIMH  IIPOrPAMMHO-TEXHHUYECKMMH  CPEICTBAMH  HM/MIIK  KOMILIEKCAMH,
OCYIIECTBIAIOMIMH MEPHI 110 PE3CPBHOMY KOMHMPOBAHHMIO JAHHBIX, co3aanuio obpazos OC.

3. Co3matb pesepBHBI kanan cBsa3u ¢ cerbto MHTepHer mytem mnoakmouenus HCIIIn k
abTepPHATHBHOMY IIPOBalIEDY.

Pazmeuienue:

Moaynu noacucreMs! obecnedeHus 10cTynHocTd [TJIH MOTYT pa3MenIaTbes:

- Ha ypoBHe APM: APMsr nonb3osareneit MCII[H; APMbI CHCTEMHBIX aIMHHHCTPATOPOB
UCIx;

- Ha ypoBHe cepsepoB JIBC: Ha aiinoBelx cepsepax; cepBepax 0a3 IaHHBIX; cepBepax
IPUIIOKEHHUH; cepBepax dMEKTPOHHOM MOUTHI; CepBepax KaTajloros; ceppepax 6e30MacHOCTH H T.4.
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S. lloab3oBatenau UCIL/In

B HCII[du Ilpumopcko#t kpaeBod HoTapuanbHoW nanarel (manee — I[IKHIT) moxwno
BBLICJIUTH CIIEAYIONHE TPYIIIHI IIOJH30BATENEH, YHACTBYIOIHMX B 00paboTke 1 xpaHeHuu [1]1H:
o  Ammunuctparopsl MCIIH;
o [Tonp3oBarenau UCIT/H.
Jlangble 0 TpyImiax, [0Jp30BaTeNsX, YPOBHE MX JOCTYIIA ¥ WHPOPMHUPOBAHHOCTH JOJKHEI
ObiTh  oTpaxkeHb! B «[lonoxxeHMM O pasrpaHMYeHMH IIpaB JOCTyla K oOpabaThiBaeMbIM
MEPCOHANBHBIM JTAHHBIM).

S.1. Axmunuctparop HCILIn
Anmunuctpatop UCIIAu - paborrnuk [IKHIT - obecneunBaer ¢yHKIHOHHpPOBaHHE
noacucreMbl yrpabieHus goctynoM MCII[H 1 ynosmHOMOYEH OCYINECTBIATH NPEAOCTABICHUE H
pasrpaHr4eHue 10CTya KoHeuHoro nons3osarens (paborauka [TKHIT — nons3osatens MCIIAn) x
SJIEMEHTAM, XPaHSIUM  [epcoHaibHble  maHHBle. AaMmuuuctparop MCIIJlE  aBnsgercs
oTBeTCTBeHHBIM 3a (yHknuonupoBanne Cu3W I1JIn, BKmO4as oOCHyKHBaHHE U HACTPOMKY
aJIMHHHUCTPATUBHOM, CEpBEPHON U KIMEHTCKOH KOMIIOHEHT.
Anmunuctparop UCIIIH obnanaer cnenyronmM YPOBHEM JOCTYIIA K 3HAHUM:
e o0nagmaer mojHOM MHMOpPMaLMEH O CHCTEMHOM M IPHKIAJHOM IPOrpaMMHOM OOECIIeYeHUH
WCTIOx;
e 00naaaer MoNHoOM uHMOpPMAIel 0 TeXHUYeCKUX cpeacTBax U koHpurypanuu UCIIH;
e  HMeEET JOCTYI KO BCEM TEXHUYECKHM CpeacTBaM 00paboTku uHpopManuu u ganHeiM VICIIdH;
e o0JyazaeT MpaBaMu KOHQUTYPHPOBAHHA U aJMHHHCTPATUBHOM HACTPOWKH TEXHUYECKHX
cpeacts MCIIAH;
e uMeeT QH3HYECKHI JOCTYI K TEXHHYECKUM CpeAcTBaM 00paboTki MHGOpMalUH H CPeIcTBaM
3aLIUTHI;
® KMeeT JOCTYI K CPEACTBAM 3allUThl MHGPOPMALUK U NPOTOKOIMPOBAHMS M K YaCTH KITFOUEBBIX
snementoB UCII/In.
Amvuauctpatop UCII/Ix ynonHomoueH:
e pealH30BBIBATH NOJUTHKU Oe3omacHOCTH B yacT Hactpodku C3HM, CK3H, B cooTBETCTBHH C
koTopbiMH nojb3osarenb UCITJIH mony4aeT Bo3MOXKHOCTb paboTaTh ¢ aneMenTamu UCIT/Ix;
e OCYHIECTBISITH AyJIUT CPEJCTB 3aINUTHI;

® OCYHICCTBJIATL KOHTPOJIL H 06yquHe TOJIB30BaTENICH B 4YaCTH UCHOJIB30BAHHUS PeCypcoB
NCIT/B.

5.2. Hoan3zoBarens UCITn

Mone3zoBarens HCIn - paboruux ITKHII, ocymecrsiusronmit ob6paborky [1[H.
O6padotka [1/ln BKiIrOYaeT: BO3MOXHOCTH mpocmorpa I1/{n, pyuno# Beox I B MCIIIH,
GopMUpOBaHHE CIPABOK U OTYETOB 1O MHPOpMaLMH, moxydeHHod uz UCI1/IH.

[Monb3oBarens MCII/IH He uMeET MOTHOMOYHH I yIIpaBlICHUs IIOJCKCTEMaMu 00paboTKU
nmanubrx 1 Cu3U I1]1H.

Oneparop VICI1/Ix ob6nanaer caeayrolMM yPOBHEM JHOCTYIIA U 3HAHMI:
e 00JagaeT BCEMH HEOOXONMMBIMH aTpuOyTaMi (HarmpuMep, HapolieM), O00eCHeYHBarOLIUMU
JIOCTYTI K HEKOTOpOMY MoaMHOxecTBY 1111,
e pacnojaraeT KOHQUACHIHATBHEIMU JaHHBIMHU, K KOTOPBIM HMEET JOCTYTI.
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6. TpeGoBanus K nepcoHaty no odecnedyenuio 3amutel I{n

Bee paboruuxu ITKHII, gprgionuecs nosp30BaTensIMU WUCITH, noIKHBI 4€TKO 3HATH U
CTPOrO BBINOJHATH YCTAHOBJICHHBIE TPABHIA M OOS3aHHOCTH MO JOCTYNy K 3alllUIAeMbIM
0OBEKTAM 1 COONIOICHUIO TIPUHATOr0 pexuma GezomacHocTu [11H.

[Ipy BCTYIIEHHH B JOMKHOCTh HOBOrO pabOTHHUKA AJMHHHCTPATOp HCIIIn obs3an
OpraHM30BaTh ero o3Hakomyenue ¢ «MHeTpyKuue# M0J1k30BaTes NCTI[Je» u HeoOXOOUMBIMU
JOKYMEHTAMH, periaMeHTHpyroummu Tpebosanus 1o sawure [, a Taioke o0y4yeHUe HaBBIKaM
BBITIOJIHEHHUS MIPOLIENYP, HEOOXOIUMBIX J1JIs CAHKIIMOHUPOBAHHOI'O HCTIOIb30BaHHS UCIIdn.

[Tonp3oBatemn MCIIJIH  MOMKHBL OBITh O3HAKOMJIEHBI CO CBEJCHUSIMU HAaCTOSIICH
TTONHTHKH, IPHHATEIX TIpoLenyp paborsr ¢ anemenTamu UCTTn n Cu3U T1TH.

Tonb3osareny MCITJIH, HCIIOMb3YIOMHE TEXHHYECKHE CPEACTBA ay TEHTHHOHKAINH, JOIKHBIL
obecreurBaTh COXPAHHOCTH IPENOCTABICHHBIX UM  HAEHTH(UKATOPOB (JIOTHHOB, apoJne,
3JIEKTPOHHBIX KMoyel u T.1.) U He pomyckarh HCJI K HEM, @ TaK K€ BO3MOXHOCTH HX yTEPU HIIH
MCIIONB30BAaHUsl TPETHUMH NHIaMH. Ilosip30BaTeNd HeCyT NEPCOHAIBHYIO OTBETCTBEHHOCTH 32
COXPAHHOCTH HACHTU(DHUKATOPOB.

IMTonw3oBatenu MCIIJIH JOMKHBI CIEAOBATh YCTAHOBJICHHBIM IpOLEAYypaM INOLACPKAHHA
pexuma GesomacHocTu IIJIH 1pu BBIOOpE M HMCIONB30BAHMA naposeil (ecny He HCIOIb3YIOTCS
TeXHHYCCKHE CPECTBA Ay TeHTH(UKAIINH).

Mompzopatenmn MCIT[H NOMKHBI 0OECNeUMBATH HAIIEKALIYIO 3ailMTy 00OpYyIOBaHHI,
OCTABJIAEMOr0 0e3 MPHCMOTpa, OCOOEHHO B TeX Clyuasx, KOTAa B MOMELIEHHE MMCIOT NOCTYII
OCTOPOHHHE JIHIA. Bce MONb30BaTelH JOKHBI 3HATh TPeOOBAHHS IO 6esomacroctu [I/IH U
MPOLIEYPhI 3AILMTHI 000Dy 10BaHHS, OCTABICHHOIO 6€3 MPHCMOTPA, & TAKKE CBOU 0053aHHOCTH I10
obecreueHIo TaKOH 3aIUThI.

[Monwsosarerasm  WCIIJJn  3anmpernaercs yCTaHABIMBATL TIOCTOPOHHEE TNPOTPaMMHOE
oBecredene, MOAK/I0YaTh JIHYHbIe MOOMIbHbIE YCTPOHCTBA W HOCHTENH HHGOPMALUHU, a TAKKe
3aIKCBHIBAThL HA HUX 3AIUINAEMYIO MHGOPMALHUIO.

TTonp3osatensm VCII/IH 3ampeliaeTcss pasriamarh 3allUaeMyr0 WHQOpMALHIO, KOTopas
crana M u3BectHa npu pabote 8 UCITIn [TKHII, tpeTpum munam.

Ipu pabote ¢ [1Jln B UCTIdn Tonksosarenu VCIITH 00s3aHbl 00ECIIEYUTh OTCYTCTBHE
BO3MOXHOCTH mpocMoTpa [TJIH TpeThHMI IHIaMi ¢ MOHHTOPOB APM 1T TEpMAHATIOB.

TIpu 3aepruenun pabotsi ¢ UCITn [onssosarean MCIIH 00s3anp! 3auTUTE APM nnu
TepMHHAIB C MOMOLIB) ONOKMPOBKM KIFOYOM HJIH OKBUBAJCHTHBIM CPEACTBOM KOHTPOJIL,
HAMpHUMeP, JIOCTYTIOM TI0 IaPOJIKO, €CITH HE MCIIOJIB3YIOTCs GoMee CHITBHBIE CPE/ICTBA 3alllUThL.

[Tomp3osarenu WMCIIIH JomKHBI OBITH HPOMHPOPMHPOBAHBEL OO0 yrpo3ax HapyUICHHUs
pexuma OesomacHocTd IIJ[H M OTBETCTBEHHOCTH 3a €ro HapylICHHE. OHM JOJDKHBI OBITH
O3HAKOMJICHBI C YTBEPKACHHOW (GOpManipbHOH INpOLERYpoit HANOXKEHHS MUCHUINIMHAPHBIX
p3pickauii Ha pabortumkoB IIKHII, HapymwMBIIMX PHHATBIC TONMTHKY M HPOLCIYPDI
6esonacuoctu [1JIH.

ITombzorarenn UCIIJIE o6s3anb! Ge3 mpoMevieHns coobmats 000 BeeX HaOIH0IaeMbIX WK
nofo3puTeNbHbIX cayuasx paborsl MCII/H, MOTYLIMX MOBJIEYH 3a co6oit yrpo3sl G€30IaCHOCTH
[IJln, a TaKKe O BbUSIBICHHBIX MMH COOBITHAX, 3aTParMBaIOLLMX OesomacHocth  [1/H,
Asxmunuctparopy UCIIJIH #/unu Iuiy, OTBEYaroLieMy 332 HEMEIJIEHHOE pearnpoBaHUC Ha yIpo3bl
6ezonacHocty 11J1H.

7. Jlo/IKHOCTHBIE 065I3aHHOCTH I10JIb30BATe e UCIIIu

JlomkHOCTHBIE 06s3anHoCTH nonb3osaTenel MCI/IH onucanbl B CIETYOMEX A0KYMEHTAX:
e Mncrpyximsa aqmunuctparopa MCITH;
e Hucrpykums mone3osatens MCIJTH.
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8. OrBercTBeHHOCTD MoJb3oBaTeaed NCIIAn

B cooTBercTBuE co CT. 24 ®enepanbHoro 3akoHa Poccuifckoit ®enepauuu ot 27 urons
2006 . No 152-®3 «O mepcoHanbHBIX OAHHBIX» JHIA, BUHOBHBIE B HapylIeHUH TpeOOBAHHMH
nanHoro @elepalbHOrO 3aKOHA, HECYT MPELYCMOTPEHHYIO 3aKOHOAATENLCTBOM Poccuiickoit
denepauy OTBETCTBEHHOCTb.

JleficTByIomee  3aKOHONATENLCTBO P@  1O3BOISET  IIPeAbABNIATL  TpeGOBaHUS  TI0
ofecricueHUI0 Oe30macHOM paboTel ¢ 3amuiiaeMol HMHGOpPManMEd U IpedyCMaTpUBaeT
OTBETCTBEHHOCTH 3a HApyIIEHHE YCTAHOBJICHHBIX IpaBuNl IJKcIuTyaraumn OBM u cucrtem,
HEMPaBOMEPHBIH JOCTYN K HH(OPMALMM, €CiM O3TH [JCHCTBHS IPUBEIH K YHHYTOXKECHHIO,
610KHpOBanHI0, MOAR(HUKaIMK HHGOPMAIMK WM HapymeHuto pabotel IBM mnn cereit (cTaThu
272,273 n 274 YK POD).

Anmunucrpatop UCTIIH u [lonp3osarenu HMCII[H HeCyT OTBETCTBEHHOCTB 3@ BCE
[eHCTBHS, COBEPIUEHHEIE OT HMECHH HX YUYETHBIX 3aIMCEH MM CHCTEMHBIX yUYETHBIX 3aITCEH, €CIH
He 10Ka3aH (aKT HECAHKIIMOHUPOBAHHOTO HCIONIB30BAHHS HX YUETHBIX 3AlIUCEH.
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9. CnUCOK HCNOJb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATUBHO-IIPABOBBIMH W MCETOAHYCCKHMH JOKYMCHTAMH, Ha KOTOPBIX

6&3preTCﬂ HacToOsiAIaA HOHYITHK&, ABJIAIOTCA:

1.

2.

(OS]

Yxa3 Ilpesunenra Poccuiickoit ®enepauuu oT 6 mapra 1997 r. Ne 188 «OO0 yrBepx)acHuu
TIEpeYHs CBEICHHUH KOH(PUACHINATBHOTO XapaKTepay;
denepansubiii 3axkon oT 19 nexabpst 2005 r. Ne 160-03 «O parudukanuu Konsermun Cosera

EBporbl 0 3amurte (QU3NYECKUX JML NPH aBTOMAaTU3MPOBaHHOH 00paboTKE MEPCOHATBHBIX
JAHHBIXY

Menepanbubiit 3axkoH o1 27 utons 2006 r. Ne 152-03 «O nepcoHaNbHBIX JaHHBIXY;
denepanbhelii 3axon ot 27 umons 2006 1. Ne 149-03 «O6 mubopmanuy, uHGOPMALHOHHbIX
TEXHOJIOTHSX U O 3aluTe HHPOPMALUKY;

[Toctanosnenue IIpaButensctBa Poccuiickoit @enepatun ot 1 HosiOpst 2012 1. Ne 1119 «O6
yTBEp)KIEHHH TpeOOBaHMH K 3allUTe MEePCOHANBHBIX JAHHBIX Ipd HMX 00paboTke B
MH(POPMALIHOHHBIX CHCTEMAX IEPCOHANBHBIX JAHHBIX);

[Tocranosnenue Ilpasurenscta Poccuiickoit @enepanyu ot 15 centabps 2008 r. Ne 687 «O6
yrBepkacHun  [lonmoxxeHuss 00  0coOEHHOCTAX  OOpabOTKHM  IEPCOHAILHBIX  TaHHBIX,
OCYLIECTBISIEMOM 6€3 HCIOIb30BAaHUs CPEACTB aBTOMATU3aL KK .

HOpMaTI/IBHO-MeTOIII/IquKI/Ie JOKYMECHTBIL CDezlepanLHoﬁ CHY)K6LI o TEXHUUCCKOMY U

SKCrepTHOMy KoHTpomo Poccufickoit ®enepanuu nmo obecnevenuro 6esomacnoctd I1/In npu ux
obpabotke B UCTI/IH:

7.

10.

Basosas Mozens yrpo3 Oe30MACHOCTH TNEPCOHANBHBIX JaHHBIX IpH HMX 00paboTke B
UHGOPMALIMOHHBIX CHCTEMaX IePCOHABHBIX JaHHBIX — YTBEPKICHA 3aAMECTHTENIEM IUPEKTOPa
®CTOIK Pocenu 15 pepans 2008 r.;

Meronuka OIpeleIeHdss aKTYATbHBIX YI'po3 O€30MIaCHOCTH IMEPCOHANBHBIX NAHHBIX NPH HX
00paboTke B UHPOPMAIMOHHBIX CHCTEMax MEpPCOHANBHBIX [JAHHBIX — YTBEpXKIEHA
samectutenieM pupekropa @CTOK Poccuu 14 depans 2008 r.;

[Ipukaz ®CTOK Poccun or 18 ¢espams 2013 r. Ne 21 «O6 yteepxacuun CocraBa u
COZEPKAHUSI OPTraHW3al[MOHHBIX M TEXHHYECKMX Mep 110 O0ecIevYeHHI0 Oe30IMacHOCTH
NIEPCOHANBHBIX JaHHBIX MpPH HX 00paboTke B HMHOOPMAIMOHHBIX CHUCTEMAaX II€PCOHAIBHBIX
JAHHBIX).

Hopmarusno-meToanueckue 10kyMeHTsl DenepanbHOl ciry kOBl Ge3omacHocTi Poccun:
[1pukas DenepanpHoit cnyx6b1 H6ezonacHoct Poccuiickoit denepanuu ot 10 mona 2014 r.
Ne 378 «O6 yrBepxaenuu CocTtaBa U COAEpIKaHHs OPraHH3aLMOHHBIX M TEXHHYECKHUX MEp IO
ofecreueHn0 GE30MIACHOCTH IEPCOHATIBHBIX JAaHHBIX MPH X 00paboTke B MHGOPMAIIMOHHBIX
CHCTEMaX IEePCOHANBHBIX JAHHBIX C HCIOJIB30BAHUEM CPEACTB KPHNTOrpaQUYECKON 3aliuThI
HHGOpPMALUH, HEOOXOIMMBIX ISl BEIOIHEHHUS yCTaHOBIEHHEIX [TpaBurenscrBom Poccuiickoi
denepanuy TpeboBaHMII K 3aIUUTE [EPCOHANBHBIX JAHHBIX JMUIA KaKIOro W3 YpOBHEH
3ALTUIIEHHOCTHY .
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